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Preface

This book introduces a deep discussion of the world of digital twins, a cutting-edge 
innovation that is revolutionizing the digital landscape. The idea of digital twins 
has emerged as a beacon of innovation, providing previously unheard-of options 
and possibilities as we stand at the dawn of a new era where the physical and virtual 
worlds seamlessly merge.

In this book, we travel deep into the digital twin technology and examine the myriad 
ways it can be used in different fields. Digital twins have moved beyond their tech-
nical roots to become a catalyst for reinventing how we perceive, interact with, and 
maximize the environment around us in industries ranging from manufacturing 
and health care to smart cities and beyond.

We start by studying the fundamentals of digital twins, including their history, 
evolution, and the enabling technology for their existence. We maneuver through the 
complexities of sensor networks, advanced analytics, and data integration that give 
these virtual counterparts life.

We uncover the various uses for digital twins as we go along. Digital twin technology 
has a broad and ever-expanding range of applications, from improving industrial 
processes and forecasting equipment failures to transforming health care through 
patient-specific models. We carefully examine case studies, real-world applications, 
and success tales that demonstrate the concrete advantages gained by businesses 
adopting this digital frontier.

This book intends to be your guide whether you are an experienced expert looking to 
improve your understanding of digital twins or an inquisitive mind intrigued by the 
future possibilities. Let us imagine a future when the lines between the physical and 
digital worlds dissolve, creating a more interconnected, intelligent, and resilient envi-
ronment as we make our way through the complex tapestry of digital twin technologies.

To sum up, this book sets out on an exciting investigation of the present and potential 
future applications merged into the fabric of digital twin technology. It promises to be 
both educational and motivating, providing a glimpse into a time when the physical and 
virtual worlds combine to create a brand-new paradigm for creativity and advancement.

Orhan Korhan
Department of Industrial Engineering,

Eastern Mediterranean University,
Famagusta, North Cyprus, Turkey
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Chapter 1

Introductory Chapter: Digital Twin 
Technology
Orhan Korhan

1. Introduction

Simulation has been used as a modeling tool to build an infrastructure for 
 monitoring the properties of the actual system by moving data from a physical system 
already existing in the real world to a virtual environment. Because it can make the 
evolution of manufacturing processes traceable, it offers benefits in terms of time, cost, 
and risk management. In order to organize the required preparations, the simulation’s 
goal is to forecast probability in the virtual environment. By simulating every aspect of 
the physical system in the digital world, a successful simulation is feasible [1].

The idea of digital twins has evolved as a transformational paradigm that spans the 
divide between the physical and digital worlds in the constantly changing technologi-
cal context. A virtual representation of a physical system, process, or item is referred 
to as a “Digital Twin,” and it is made by gathering and fusing real-time data from 
numerous sources. This virtual version of the real counterpart acts as a potent tool for 
tracking, examining, and reproducing that counterpart’s actions. Digital twins allow 
improved comprehension, predictive insights, and well-informed decision-making 
across a variety of sectors by offering a mirror copy of the real-world entity [2].

They include not only the geometric features of the physical object but also its 
functional and behavioral traits. The Digital Twin delivers a dynamic reflection of 
its physical counterpart by utilizing real-time data gathered from sensors, simula-
tions, and historical records. Therefore, data analysts and IT specialists may mimic 
them before producing actual gadgets. They thereby impact the development of 
technologies like the internet of things (IoT), artificial intelligence (AI), and data 
analytics in addition to being employed in manufacturing [1, 3].

Real data regarding an actual thing or system is the input for a digital twin. Based 
on these inputs, it then provides simulations or predictions of how the real item or 
system would behave. It is a computer software that can simulate in its most basic 
form. A digital twin is first programmed, frequently by professionals in data science 
or applied mathematics. These professionals start by looking at the simulated versions 
of genuine objects or systems. The digital twin, a mathematical model that simulates 
the real world, may then be created using this data [4].

2. Evolution of digital twins

The concept of digital twins has its origins in NASA’s use of computer models to 
simulate and manage space missions in the 1960s. Digital twins, on the other hand, 
only became well-known recently because of developments in sensor technology, data 
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analytics, and cloud computing. The contemporary idea of digital twins was cre-
ated as a result of the convergence of various technologies, which made it possible to 
gather, integrate, and analyze data in real time [5].

The term “digital twin” refers to a virtual duplicate or digital representation of a 
real object, such as a system, process, or product. Due to its potential to fundamentally 
alter how we build, monitor, and optimize real-world systems, this idea has attracted 
a great deal of interest from a wide range of businesses. In order to realize the goal of 
Industry 4.0, which calls for smart factories, intelligent infrastructure, and effective 
supply chains, a critical enabler has been identified as the digital twin idea [6].

3. The components of a digital twin

A complete digital twin comprises the following elements:

• Physical Entity: The real physical system, item, or process that the digital twin rep-
resents is referred to here. It could be a piece of equipment used in manufacturing, 
a structure, a vehicle, or even the complete infrastructure of a city [1, 2].

• Virtual Representation: Digital representation of the physical entity is included 
in the virtual model. Geometry, material characteristics, behavioral algorithms, 
and other pertinent characteristics are all included [6].

• Sensors and Data Sources: These are built into the physical object to gather 
current information about its performance, surroundings, and operating circum-
stances. The virtual model is regularly updated by these data sources, maintain-
ing synchronization [4].

• Data Integration and Analytics: Using cutting-edge analytics methods like 
machine learning and artificial intelligence, the gathered data is combined and 
processed. Understanding the behavior, patterns, and potential problems of the 
physical thing is made possible by this study [7].

• Tools for Visualization and Simulation: Users may engage with the digital twin 
using a variety of visualization and simulation tools, which offer a dynamic 
depiction of the state and behavior of the real item [3].

• Connectivity and IoT: The digital twin depends on a smooth data transfer 
between the actual object and its virtual equivalent. This connectedness is made 
possible via the Internet of Things (IoT), which makes it possible for data to be 
sent, received, and evaluated [6].

4. Applications of digital twins

Applications for digital twins may be found in many different industries:

• Manufacturing: Digital twins are used to improve manufacturing processes, 
track the health of the equipment, and anticipate maintenance requirements, 
leading to greater productivity and less downtime [8, 9].
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• Healthcare: By mimicking physiological processes and forecasting illness pro-
gression, digital twins in medicine help in the tailored treatment of patients [7].

• Urban Planning: Cities may use digital twins to predict traffic patterns, energy 
use, and infrastructure growth, assisting in environmentally friendly urban 
planning [4, 6].

• Aerospace: Digital twins of aircraft and spacecraft allow for real-time perfor-
mance analysis, proactive maintenance, and enhanced safety [9].

• Energy: Digital twins improve the integration of renewable energy sources, 
estimate energy consumption, and optimize the operation of power plants [8, 9].

5. Advantages, challenges, and future directions

The potential of the Digital Twin idea to transform businesses and fundamentally 
alter how we interact with the real world becomes increasingly clear as it gets popularity. 
They have enormous promise, but there are a number of issues that need to be resolved.

The difficulties of building realistic virtual models, interoperability across diverse 
systems, and data security and privacy issues are a few of the difficulties that academ-
ics and practitioners are actively attempting to solve [10].

The idea of digital twins is anticipated to develop further as technology 
advances, including developments in augmented reality, virtual reality, and 
AI-driven  analytics [8, 9, 10].

6. Conclusion

Digital twin technology has caused a paradigm change in how we view, engage 
with, and utilize the physical environment. The origins, elements, uses, and difficul-
ties of the idea of “digital twins” are discussed in this chapter as an introduction. The 
technological details, case examples, and the developing landscape of digital twin 
technologies will be covered in greater detail in later chapters.

© 2023 The Author(s). Licensee IntechOpen. This chapter is distributed under the terms of 
the Creative Commons Attribution License (http://creativecommons.org/licenses/by/3.0), 
which permits unrestricted use, distribution, and reproduction in any medium, provided 
the original work is properly cited. 
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Chapter 2

How Digital Twins Is Being Used in 
Industry 4.0
Thiago Lopes da Silva and Urbano Chagas

Abstract

The impact of the 4th industrial revolution, or Industry 4.0, has generated 
 innovations that help industrial automation, promoting the digitization of activities 
and processes that result in increased productivity, competitiveness, improved quality 
of products created, and increased capacity for companies to invoke through the use 
of technologies such as smart cities, energy, oil and gas, Internet of things, digital 
and auditory manufacturing, digital twins and systems integration, among the most 
diverse areas inserted in Industry 4.0. This chapter will present a summary of how 
the most diverse industry sectors such as smart cities, oil, gas sector, energy and other 
areas are applying digital twins as a tool to support the digitization of companies.

Keywords: digital twins, industry 4.0, smart cities, oil and gas, energy, opportunity, 
applicability

1. Introduction

The concept of digital twins, originated by NASA, emerged in 2012 when it 
became necessary to create virtual environments that corresponded to the data of 
physical objects, assisting the company in decision-making [1].

Based on the article developed by Dashkina et al. [2], it is identified that Industry 
4.0 is strongly linked to digital twin technology, which corresponds to the particular-
ity of linking the behavior of physical objects such as manufacturing lines, robots, 
and technical installations through the use of computers and software. The use of the 
digital twins concept is particularly relevant when it involves mechanical parts where 
their properties undergo physical wear and tear over time or even cracks in metal 
components. It is suggested to create monitoring routines for these components with 
the aim of creating process improvements through continuous feedback on the state 
of the parts.

Canedo [3] mentions that representing real objects in digital twins adds great 
value compared to local optimization as is done today. Optimization and efficiency 
are gains to be noted when using digital twins at the system-of-systems level, and 
according to the article [4], the use of digital twins is a significant factor in decision-
making to positively impact product construction.

According to Pethuru and Preetha [5], through real data of objects, it is possible to 
create simulations that assist in predicting how physical objects will be affected based 
on the received data. In other words, constructing monitoring of physical objects in 
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a controlled virtual area, it helps in the prevention and control of possible failures 
encountered during the use of real objects [1].

The power of using digital twins in Industry 4.0 can be explored in various areas 
such as IoT, smart cities, energy, oil and gas, and healthcare as a decision-making 
tool to assist in the continuous improvement of the process of building a sustainable 
business model.

2. Industry 4.0 and digital twins in the sectors

In this section, we will explore how digital twins are being applied in Industry 4.0 
in the energy, oil and gas, smart cities sectors, and other areas.

2.1 Energy sector

Through research conducted in article [6] by Arowoiya, it was observed that the 
applicability of digital twins (DT) in the energy sector can assist in energy manage-
ment, usage, and simulation creation in conjunction with real-world data [7–9] to 
predict potential issues found in buildings.

Another application of DT in the energy sector is related to temperature control in 
physical environments, where a large number of variables were manually controlled 
using thermometers, hydrometers, and anemometers as input for manual decision-
making [6]. To address this issue, Escandón et al. [10] mentions the use of a neural 
intelligence network in conjunction with DT.

Simultaneously, to address the monitoring issue in buildings, ref. [6] cites article 
[11] that uses DT in conjunction with the creation of an integrated building informa-
tion modeling (BIM) system with IoT, which sends alerts to operators, thus assisting 
in real-time monitoring of physical objects.

The increasing interest in academia and the industry regarding the use of DT in 
the energy sector stems from the possibility of real-time monitoring of an electrical 
network with the assistance of IoT and AI.

The energy sector can explore the creation of simulation software to assess the 
wear, performance, and associated costs of using specific equipment for energy 
production, whether on a small or large scale, by utilizing a cluster of computers.

2.2 Oil and gas sector

For ref. [12], the major risk of oil and gas extraction up to the platforms is 
extremely complex and risky, with the possibility of setbacks that can result in 
financial and catastrophic losses. It is necessary for the industry to take preventive 
measures to mitigate the risks.

With this issue, it is important for companies in the field to invest in technology 
and innovation in order to expand oil and gas extraction while mitigating the inher-
ent risks of the circumstances. In the article [13], the author states that there are 
thousands of sensors, complex components, and processes to be followed, and Digital 
Twins (DT) can be used to assist the oil and gas sector in risk mitigation through 
predictive analysis of the data exposed by real objects.

In ref. [12], it is mentioned that DT can help the oil and gas sector by creating 
virtual environments with real data that assist administrators in testing deviations, 
recording and analyzing data, and advancing with the security of the business cycle.
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By using the virtual environment with real-time data from real objects, DT can 
perform routines following a predefined process in conjunction with the assistance of 
AI to identify potential anomalies predictively, helping the process become increas-
ingly secure and scalable.

One way to obtain data from oil and gas platforms, according to Priyanka et al. [12], 
is through the use of smart IoT modules that are installed between sensors and control 
points using the Routing Protocol for Lossy organizations (RPL) protocol, which will 
help make oil and gas extraction safer through predictive information. Additionally, 
according to Wanasinghe et al. [14], it helps the platform operator visualize risks in a 
centralized visual manner, which can aid in intervening in potential issues.

In Figure 1 [14], it is mentioned that there are several frameworks developed for 
DT where a significant portion converges to include three major sections. The physi-
cal section includes accessories, sensors, and actuators. The virtual section includes 
multi-physics spaces, model simulations that contribute to data analysis, and finally, 
the connection between the physical and virtual spaces, which ensures the exchange 
of information between the two.

Another approach, according to Wanasinghe et al. [14], would be to create a 
DT framework using a five-component model, as shown in Figure 2. The physical 
environment contains all the physical accessories, sensors, and actuators. The virtual 
space contains a mirror of the physical environment for high fidelity in creating 
simulations. The service system contains another enterprise application responsible 
for service visualizations, service quality, diagnostic services, model calibration, 
algorithm services, and other services. The DT data fusion acts as a bridge between 
the physical environment, virtual model, and service system.

According to Wanasinghe et al. [14], the use of machine learning, deep learning, 
and artificial intelligence with intelligent mathematical algorithms will be important 
tools in the predictive evaluation of possible risks associated with the components 
used on platforms, thereby avoiding potential failures and accidents.

The oil and gas sector can explore simulation programs that can be created using 
real data and characteristics of the components, especially the variables of the 
environment that are part of the oil extraction process, to assist in the predictive 
identification of wear and tear through the use of mathematical models that help the 
company mitigate risks, costs, environmental problems, and assist in the scheduled 
replacement of components. In this context, it is relevant for the company to create 
scalable solutions in machine clusters due to the possibility of a high level of data 
processing that may be generated during the prediction process.

Figure 1. 
Digital twin framework with three components (physical space, virtual space, and connection between them) [14].
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Wanasinghe et al. [14] mentions that simulations using DT will assist engineers in 
building new platforms or modifying their oil and gas extraction structures, reduc-
ing risks, as this step can be repeated whenever necessary to bring greater reliability, 
performance, and reduction of unnecessary costs before executing the operation.

Wanasinghe et al. [14] observed that DT can help engineers and individuals 
involved in problem-solving in a faster and cooperative way by obtaining real-time 
information from the platforms, enabling the creation of virtual rooms with the 
possibility of simulations to improve performance in critical decision-making for any 
occurring problems.

Another factor where DT can help in the oil and gas sector, according to 
Wanasinghe et al. [14], is the creation of training centers in conjunction with the use 
of VR, AR, and MR technologies to train new employees who can navigate within oil 
and gas centers with ease of operating equipment, inspecting systems, and interact-
ing with ongoing operations. This is a significant factor for companies to explore this 
possibility since, according to research in articles [15–16], the oil and gas sector is 
facing a challenge called the “big-crew change,” where in the near future, more than 
50% of experienced workers will retire, causing the sector to lose skills and talents in 
the industry.

2.3 Smart cities sector

According to Zhuang et al. [17], the characteristics of Digital Twins (DT), such as 
the integration of various types of data from physical objects, involvement through-
out the lifecycle of physical objects, co-evolution with them, and continuously 

Figure 2. 
Digital twins framework with five components (physical space, virtual space, connection between them, data and 
service) [14].
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accumulating relevant knowledge, can help the government [18] create more predic-
tive and comprehensive prediction and indicators in a smart cities ecosystem.

In the field of smart cities, DT, as mentioned in ref. [17], can be used to build 
physical maps of the real city in a virtual area that receives real-time events from the 
mapped objects. This allows for transferring, modifying, deleting, and performing 
operations in a city area through the created 3D models, while checking for possible 
problems that may occur through these operations.

Mohammadi and Taylor [19] mentions a project being developed using DT 
concepts in smart cities called the Digital Twin City of Atlanta, which utilizes a VR 
platform developed with Unity, a cross-platform framework designed for video 
games. This environment helps discover interactions and interoperability of its 
human infrastructure systems.

According to Ivanov et al. [20], DT can bring opportunities for improvements in 
smart cities through observability of resident traffic flow, private business traffic, 
public transportation, and real-time information from private and public intel-
ligent sensors that help monitor and analyze temperature and humidity as shown 
in Figure 3.

According to Ivanov et al. [20], through the collected data in a smart city, the fol-
lowing opportunities for improvements can be generated along with the use of IoT:

• Creating a DT of the public transportation network to monitor and predict pos-
sible availability and efficiency situations of transportation.

Figure 3. 
An example of the interface’s appearance of the use of digital twins in smart cities [20].
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• Creating a DT of the city’s ecological system to promote monitoring and 
 predict changes in the environment, including changes in soil, water, air qual-
ity, etc.

• Improving the efficiency of city design solutions evaluation.

• Identifying potential sources of risks.

• Controlling pollution through continuous environmental analysis.

• Energy rationing through on-demand usage of city energy.

• Improving efficiency and reducing costs through on-demand waste removal 
instead of scheduled waste collection.

To analyze the large amount of data received by sensors in a smart city within a 
DT, it is necessary, as stated in ref. [21], to include statistics, data analysis intelligence, 
and a computational model.

Ivanov et al. [20] states the need to create a large warehouse that can handle a 
significant amount of data, sufficient bandwidth to collect and analyze the data 
received, and computational power to support the high degree of processing that can 
be done through techniques such as machine learning.

2.4 Other areas

This section aims to show how some other areas are exploring digital twins in 
various sectors.

In the article [22], it is mentioned that the manufacturing industry has been 
using DT through monitoring, simulations, and remote control of physical assets 
using virtual objects. This, in turn, helps in understanding and improving customer 
satisfaction by enhancing existing products, operations, and services.

Also, in the same article [22], in the field of agriculture, it is possible to use DT by 
creating virtual environments representing a farm with the goal of increasing produc-
tivity and production efficiency while reducing energy and costs.

Regarding education and training, Attaran and Celik [22] explains that the use 
of DT through Virtual Reality (VR) has been assisting in the training of doctors by 
complementing and refining the traditional educational model.

3. Discussion

In this chapter, which focused on the study in the areas of oil and gas, energy, 
smart cities, and other general fields, the observation was made on how the industry 
has been using DT (Data Technology) to enhance process quality through the follow-
ing main characteristics.

3.1 Usage of real data in virtual environments

The use of real data is connected and directly utilized in a virtual environment, 
thereby assisting in the creation of simulations that aid in better decision-making.
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3.2 Virtual reality (VR)

The use of virtual reality has aided in the development of more effective training 
and improved interactions with real objects in a virtual world.

3.3 Monitoring

Real-time monitoring of physical objects in a virtual environment will help in 
predicting potential issues through the use of IA.

4. Conclusion

In Industry 4.0, one of the pillars being explored in the industry is Digital Twins. 
This work aimed to demonstrate how Digital Twins are being used in the sectors 
of smart cities, energy, oil and gas, and other areas, and how they have helped in 
reducing risks, and costs, improving processes, and enabling real-time monitoring of 
physical objects through the use of the Internet of Things and artificial intelligence.
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Perspective Chapter: Digital Twin 
Technology as a Tool to Enhance 
the Performance of Agile Project 
Management
Alencar Bravo and Darli Vieira

Abstract

In this chapter, we examine the intersection of two paradigm-shifting ideas that 
are reshaping the contemporary landscape of business: agile project management and 
digital twin technology. We initially review the basis of agile project management, 
with a focus on the approach that is iterative, adaptive, and customer-centric. On this 
basis, we examine the role of digital twins in facilitating effective communication 
and coordination within cross-functional agile teams. The synergy between digital 
twins and agile project management has been explored, with a focus on how better 
decision-making, risk management, and deliverables can be facilitated within com-
plex physical product development projects. Through the integration of digital twins 
into agile project management practices, organizations can achieve enhanced vis-
ibility, collaboration, and efficiency throughout the project lifecycle. In conclusion, 
we determined that the digital twin serves as an indispensable instrument in complex 
agile projects, significantly augmenting their efficacy in numerous aspects.

Keywords: agile, project, management, digital twins, collaboration, customer

1. Introduction

Within the realm of management sciences, it is of paramount importance a com-
prehensive understanding of the substantial distinctions that exist between projects 
and operations [1]. On the one hand, operational activities refer to the ongoing and 
repetitive tasks that are essential to sustain a business [2]. On the other hand, projects 
are temporary endeavors that are undertaken with the aim of achieving specific 
objectives [3]. As an illustration, the duty of overseeing a manufacturing facility can 
be characterized as an intricate operation, with the primary objective of ensuring a 
steady output of goods and services that meet the highest standards of excellence. In 
contrast, the endeavor of building a new manufacturing facility would entail a set 
of well-defined objectives, such as accomplishing the construction phase within the 
stipulated time frame and with the allocated financial resources. The significance of 
this differentiation lies in the fact that each of these two entities demands distinct 
management methodologies, instruments, and practices.
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The practice of project management entails the systematic planning, meticulous 
organization, and efficient allocation of resources toward the attainment of predeter-
mined objectives within well-defined limitations [4]. Project management involves a 
comprehensive spectrum of tasks, spanning from the conception and planning phase 
to the implementation, monitoring, and conclusion. The efficacy of project manage-
ment is contingent upon its capacity to execute projects punctually, within financial 
constraints, and with the intended level of excellence [5]. The classical methodology 
for project management is characterized by a predictive orientation, whereby the 
project plan is formulated in advance and adhered to throughout the entire project 
duration. This particular methodology presupposes that the prerequisites of the proj-
ect are comprehensively comprehended and can be precisely delineated prior to proj-
ect execution. Furthermore, it assumes that the project team possesses the essential 
expertise and resources to execute the project effectively. Nonetheless, it is imperative 
to note that this particular methodology may not be appropriate for endeavors that are 
complex or ambiguous or that necessitate a substantial level of inventiveness [6].

The agile project management (APM) approach has surfaced as a means of 
managing projects in a more flexible and adaptive manner and has garnered signifi-
cant traction across diverse industries [7, 8]. In the realm of project management, the 
concept of agility pertains to the capacity to react promptly and adeptly to alterations 
in project specifications, stakeholder demands, and market fluctuations [9]. APM is 
an approach that prioritizes iterative and adaptable processes, with a strong emphasis 
on collaboration and continuous improvement. This approach is designed to enable 
teams to respond quickly and effectively to changing circumstances and to maintain a 
focus on delivering high-quality results. By fostering a culture of flexibility and open 
communication, APM can help organizations achieve their goals more efficiently and 
effectively [10].

In contrast to classical project management methodologies that adhere to a linear 
and sequential approach, APM fosters adaptability and promotes regular feedback and 
iteration. As APM continues to gain ground across various industries, another technol-
ogy that is becoming popular is the digital twin (DT), a computer-generated replica of 
a tangible entity, operation, or framework. This cutting-edge technology enables the 
creation of a virtual model that mirrors the real-world counterpart, allowing for the 
simulation of various scenarios and the analysis of data in a controlled environment. In 
contrast to conventional computer-aided design, this innovative approach integrates 
real-time data, simulation, and analytics to generate a comprehensive model that 
emulates the behavior and attributes of the corresponding physical entity [11].

The concept of DT has garnered significant attention in recent times and has 
emerged as a transformative trend for various industries, much like APM did in 
the past. DTs serve as dynamic reflections of physical systems, facilitating ongoing 
monitoring, simulation, and analysis. The information gathered from the physical 
system is harmoniously integrated with the DT, furnishing invaluable discernments 
for decision-making and optimization [12]. DT technology offers a multitude of 
benefits for diverse industries, enabling them to engage in virtual prototyping and 
predictive maintenance and optimize performance. As the potential of DT technol-
ogy has become increasingly apparent, organizations have begun to incorporate it 
into their overall project management strategies [13]. Through the development of a 
virtual representation of the project’s end product, teams can acquire a more com-
prehensive understanding of the system’s behavior, proactively anticipate and resolve 
potential issues, and optimize the overall outcomes of the project [11, 14]. Projects are 
inherently complex and pose numerous challenges that can be effectively addressed 
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through the use of DT technology. This innovative approach can significantly enhance 
decision-making processes, facilitate the seamless transmission of critical informa-
tion, and improve risk mitigation strategies. By leveraging the power of DT technol-
ogy, project stakeholders can achieve greater efficiency, accuracy, and overall success 
in their endeavors.

Among the plethora of proposed APM methodologies, Scrum has emerged as the 
preferred approach for most cases and has gained widespread adoption because of its 
effectiveness in managing complex and dynamic projects [15]. Scrum is a highly effec-
tive iterative framework that is designed to deliver incremental value through a series 
of short development cycles, which are commonly referred to as sprints. This approach 
is widely recognized for its ability to enhance productivity, improve collaboration, and 
foster a culture of continuous improvement [16]. By leveraging the Scrum methodol-
ogy, organizations can achieve greater agility and responsiveness and ensure that their 
products and services are delivered to market in a timely and efficient manner.

In this chapter, we will delve into the intricacies of DT technology within the realm 
of APM, with a particular emphasis on Scrum projects. Readers will acquire invalu-
able insights from this chapter on how to leverage the potential of DT technology 
effectively in the context of APM.

We have structured this chapter in the following manner: Section 2 provides an 
in-depth exploration of the fundamental principles of APM, including its unique 
characteristics. In Section 3, the focus shifts to the practical aspects of project and 
product development, with a particular emphasis on the distinctions between soft-
ware and hardware development. This section also addresses the challenges inherent 
in implementing APM in software development. Finally, in Section 4, we present 
DT technology as a viable solution to many of the challenges encountered in physical 
product development within the APM framework. This section provides a com-
prehensive discussion of how the DT can be successfully implemented as well as its 
numerous advantages, making it an indispensable tool for physical product projects 
within the APM paradigm.

2. Agile project management

The genesis of the APM can be traced back to the 1990s, a time when software 
development teams were searching for alternative project management approaches to 
the conventional ones [17]. Numerous industries expressed their displeasure with the 
inflexible and step-by-step approach of the traditional waterfall methodology [18]. It 
is imperative for industries to delve into innovative approaches to address the ever-
changing demands of the market, stakeholders, and customer requirements [19]. The 
traditional approach of defining all requirements upfront and following a linear proj-
ect progression may not be suitable in such unpredictable market conditions [7, 20]. 
The APM movement gained momentum in the midst of the ever-increasing dyna-
mism of the market, and it was formalized and characterized by a set of principles 
and values outlined in the Agile Manifesto, which a group of software developers and 
thought leaders developed in 2001 [21, 22]. At the core of the manifesto lies the notion 
that APM has to prioritize the significance of individuals and their interactions, the 
perpetual delivery of functional software, active customer collaboration, and the 
ability to adapt to change.

APM methodologies are commonly recognized for their emphasis on flexibility 
and adaptability [23]. Regardless of the particular methodology that an individual 
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selects, it is imperative to acknowledge that the pursuit of ongoing enhancement 
represents yet another pivotal facet of APM [24, 25]. It is customary for agile teams to 
regularly engage in introspection regarding their processes, actively solicit feedback, 
and pinpoint opportunities for enhancement. APM entails the cultivation of a culture 
that prioritizes continuous learning [26]. This approach enables teams to fine-tune 
their practices, elevate their performance, and ultimately achieve superior outcomes 
over time. Moreover, one could argue that APM is better suited for technological 
and complex projects because of its inherent recognition of the potential for project 
requirements to evolve [27]. This approach embraces change by prioritizing itera-
tive and incremental development, allowing for greater flexibility and adaptability 
throughout the project life cycle. In the context of a Scrum project, the classical 
approach of defining all project requirements upfront is replaced by a more dynamic 
and collaborative process. Here, small and multidisciplinary teams operate in short 
cycles with the aim of delivering a potentially shippable product increment at the end 
of each cycle. The use of an iterative approach facilitates teams to effectively integrate 
feedback, modify priorities, and flexibly adapt their plans as they advance through 
the project [28].

Since its inception APM has evolved, resulting in the development of numerous 
methodologies and frameworks, all of which adhere to the fundamental principles 
and values outlined in the Agile Manifesto. However, they diverge in terms of their 
prescribed practices and tools, which are tailored to suit the unique requirements of 
individual project contexts. Thus, one can posit that APM comprises a diverse array 
of methodologies, each proffering a distinctive approach to providing projects in an 
iterative and collaborative fashion. As we stated earlier, Scrum stands as the most 
extensively implemented agile methodology. The State of Agile Report 2022 [29] 
showed that Scrum continues to be the most widely employed agile framework, with 
an impressive adoption rate of 87%. Scrum fundamentally places a strong emphasis 
on the formation of self-organizing teams, the execution of short iterative sprints, 
and the regular engagement of stakeholders in the collaborative process [30, 31]. 
The following sections will provide additional information regarding the Scrum 
framework.

Over time, APM has transcended its origins in software development and has been 
embraced by a diverse array of industries, including but not limited to manufactur-
ing, health care, and marketing [7, 32, 33]. The principles and practices of the agile 
methodology have demonstrated their efficacy in tackling the intricacies and dyna-
mism of complex projects [34]. Even companies that are not fully embracing the agile 
methodology are increasingly seeking to integrate elements of APM into their projects 
[35]. As an illustration, it is plausible to alter the framework and internal regulations 
of a conventional project to accentuate collaboration and stakeholder engagement, 
which is a pivotal facet of APM. Adopting a customer-centric approach empowers 
teams to provide products and solutions that are in sync with their customer’s expec-
tations, thereby resulting in heightened satisfaction and value [36].

3. Agile software and physical product development

In this particular section, we delve further into the application of Scrum. It is note-
worthy that statistics have indicated Scrum to be at the forefront of methodologies in 
terms of use. The Scrum methodology is extensively employed in the development of 
software as well as physical products, such as hardware. Although the fundamental 
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tenets of Scrum remain steadfast across various domains, there exist certain modifi-
cations that are particular to the realms of software and hardware development.

3.1 Scrum for software project management

Scrum provides a structured approach to overseeing the iterative and incremental 
advancement of software products within software development projects [37]. The 
approach emphasizes fostering a strong sense of collaboration, promoting transparency, 
and embracing adaptability as key tenets of its philosophy [38]. The Scrum framework 
comprises three critical roles—namely, the product owner, the development team, and 
the Scrum master. These roles are essential in ensuring the successful implementation 
of the Scrum methodology. The product owner serves as the stakeholders’ representa-
tive and assumes the role of intermediary between the development team and the client. 
The product owner bears the responsibility of delineating and assigning priority to the 
product backlog, a meticulously arranged index of characteristics, improvements, and 
bug resolutions. The role of the product owner is to ensure that the team is focused on 
delivering the most valuable items that are in alignment with the overarching goals of 
the project. For this, it is necessary to have a keen understanding of the project’s objec-
tives and a deep appreciation for the stakeholders’ needs. By prioritizing the work that 
needs to be done and providing clear guidance to the team, the product owner plays a 
critical role in ensuring that the project is successful [39].

The development team comprises a group of cross-functional individuals who 
deliver the product increment [40]. The composition of this team generally encom-
passes a diverse range of professionals, such as developers, testers, designers, and 
other pertinent roles. The team collaboratively addresses the chosen items from the 
product backlog within sprints. These sprints are brief periods of work, typically 
spanning two to 4 weeks. The team members engage in a process of self-organization 
whereby they collaboratively plan their work and make commitments for each sprint.

The role of the Scrum master entails the facilitation of the Scrum process, the 
removal of impediments, and ensuring the team’s adherence to Scrum principles and 
practices. As a coach, the Scrum master adeptly guides the team toward its goals while 
simultaneously cultivating a highly productive and collaborative work environment 
[41]. The role of the Scrum master is to aid in the facilitation of various meetings, 
including but not limited to the daily stand-up, sprint planning, sprint review, and 
sprint retrospective.

The Scrum methodology employs a range of artifacts to facilitate efficient project 
management within the realm of software development. The product backlog acts as 
the only reliable source of information regarding the scope of the project and directs 
the work that the team does throughout the duration of the project. The sprint back-
log is a crucial artifact in Scrum methodology because it comprises the items that the 
development team has committed to accomplishing during the sprint. These items are 
carefully selected from the product backlog, ensuring that they align with the team’s 
capacity and the sprint goal. By maintaining a well-defined sprint backlog, the team 
can effectively plan and execute its work, ultimately delivering a high-quality product 
increment at the end of the sprint [42]. The sprint backlog outlines the activities that 
must be completed to deliver the product increment successfully, and its creation is a 
team effort. In the context of agile software development, the increment refers to the 
cumulative sum of all product backlog items that have been successfully completed 
in a sprint. This term is of utmost importance in the agile methodology because it 
represents the tangible progress made by the development team toward the ultimate 
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goal of delivering a fully functional product. The increment denotes a product that 
holds the potential to be shipped and is capable of delivering significant value to 
the stakeholders involved [43]. Furthermore, the burndown chart serves as a visual 
aid that illustrates the amount of work that remains in the sprint backlog as time 
progresses. This tool is instrumental in enabling the team members to monitor their 
progress and make necessary adjustments to their efforts. An example of this type of 
chart can be seen in Figure 1.

In summary, we can state that Scrum is capable of providing a structured and 
collaborative approach to project management. This method enables teams to deliver 
high-quality software incrementally. Although Scrum is commonly recognized for its 
efficacy in software development, it can also be adeptly customized to facilitate the 
development of physical items, as we will elaborate in the following section.

3.2 Agile physical product development

The Scrum methodology has gained widespread adoption in the realm of software 
development [44]. However, when it comes to the development of novel physical 
products, certain modifications must be made to account for the distinctive challenges 
inherent in such an undertaking. When examining this issue, it is crucial to consider 
the significance of creating prototypes to facilitate the advancement of the develop-
ment of tangible products [45]. Incorporating prototyping as a fundamental element 
of the iterative process is a crucial adaptation that must be made when implementing 
Scrum in the realm of physical product development. In contrast to software, the 
development of physical products necessitates the contemplation of a multitude of 
tangible elements, including but not limited to materials, form, ergonomics, and 
manufacturability [46]. The process of prototyping enables teams to delve into these 
various aspects at an early stage, thereby facilitating the identification of design flaws, 
usability concerns, and potential enhancements [47].

The integration of prototyping into Scrum commences with the product backlog. 
It is imperative the backlog take into account the inclusion of prototyping activities as 

Figure 1. 
Example of a burndown chart used to measure the progress of work in a sprint.
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indispensable constituents of every sprint. It is imperative to allocate sufficient time 
and resources to the prototyping phase within the development cycle to guarantee 
its efficacy. The product owner, in close collaboration with the team, meticulously 
defines user stories and tasks that are pertinent to the prototyping activities. 
Throughout every sprint, the development team diligently engages in the process 
of constructing prototypes that are in accordance with the prioritized features and 
requirements. As was already seen, the team comprises individuals who possess a 
wealth of knowledge and experience in various fields, such as industrial design, engi-
neering, manufacturing, and other pertinent disciplines. Together, the team works 
in unison to produce prototypes that effectively encapsulate the proposed product’s 
fundamental qualities.

Thus, it is apparent that the integration of prototyping with Scrum methodology 
can yield numerous advantages in the realm of physical product development. To begin 
with, it enables teams to authenticate design concepts and evaluate functionality [48]. 
Through the development of preliminary models, teams have the opportunity to obtain 
valuable input from stakeholders, users, and prospective clients. This feedback empow-
ers them to make well-informed judgments and refine the design and functionality of 
the product through iterative processes. The use of an iterative feedback loop serves as 
a valuable tool for teams to enhance the quality of their prototypes and ensure that the 
product is in sync with the requirements of the end users and the market. In addition, 
the process of prototyping serves as a valuable tool for assessing the potential manufac-
turability and production feasibility of a given physical product [49]. The development 
of prototypes that bear a strong resemblance to the ultimate product enables teams 
to evaluate a range of factors, including material compatibility, assembly processes, 
and cost considerations [50]. The prompt detection of manufacturing limitations or 
obstacles confers upon teams the ability to effectuate requisite design adjustments, 
thereby guaranteeing a seamless progression from prototype to production.

Therefore, prototyping combined with the Scrum framework presents a multitude 
of opportunities for the exhibition of prototypes and the acquisition of feedback. The 
sprint review is an invaluable opportunity to showcase the latest prototype to stake-
holders, affording them the chance to experience the product’s form and functionality 
directly. The feedback that is received plays a significant role in shaping the product’s 
subsequent iterations. It serves as a driving force for improvements and helps to align 
the product with the desired outcomes. Moreover, the retrospective meeting within 
the Scrum framework offers a valuable opportunity for the team to engage in intro-
spection regarding its prototyping practices. This space allows for the identification 
of areas that require improvement as well as the sharing of insights that have been 
gathered throughout the project. The process of iterative learning is instrumental in 
enabling teams to fine-tune their prototyping methodology, thereby enhancing its 
efficiency, efficacy, and alignment with project objectives [51].

In essence, the use of Scrum methodology for the purpose of developing novel 
physical products yields significant advantages, particularly when emphasis is 
placed on the prototyping phase. The integration of prototyping within the Scrum 
framework presents teams with the opportunity to validate design concepts, collect 
valuable feedback, and refine the product through an iterative process. Incorporating 
prototyping activities into the product backlog, allocating ample time and resources 
for prototyping iterations within each sprint, and using the sprint review and ret-
rospective meetings to validate products and processes can enable teams to leverage 
all the potential of prototyping effectively. The result can be the development of 
superior physical products that respond to user requirements, align with market 
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trends, and foster innovation. The employment of this tool enables teams to generate 
concrete depictions of their concepts and blueprints, thereby furnishing a medium 
for scrutinizing, assessing, and enhancing the product during the project evolution. 
As we delve deeper into the subject matter, it becomes apparent that the integration of 
DT technology into the Scrum framework can yield more significant advantages for 
teams, thereby increasing even more their likelihood of success.

3.3 Challenges with complex physical product development

As evidenced in the preceding section, prototypes function as concrete manifes-
tations of the product, affording teams the opportunity to authenticate and enhance 
design concepts, assess functional components, and amass invaluable user input. 
The process of prototyping assumes a pivotal role in the development of physical 
products within the Scrum methodology. The use of this tool allows agile teams to 
expeditiously recognize and tackle potential design flaws or usability issues at the 
outset of the development process, thereby reducing the need for future expensive 
revisions [52]. However, the integration of products that distinct Scrum teams 
develop can pose several challenges, despite the employment of diverse prototypes. 
These challenges primarily pertain to interfaces and information communication. 
As each team concentrates on the development of specific components or mod-
ules, it is imperative to pay meticulous attention to interface design and effective 
communication practices to ensure seamless integration [53]. In this section, we 
will delve into several pivotal obstacles that pertain to interfaces and information 
communication.

Medium to complex projects often face multiple risks and potential issues arising 
from the various interface compatibilities [54, 55]. Interfaces serve as the crucial 
junctions that link distinct components or modules that separate teams have devel-
oped. It is of utmost importance to ensure compatibility across interfaces to facilitate 
a seamless integration process toward the final and comprehensive product that meets 
the required standards of quality. In the realm of complex projects, a multitude of 
challenges may arise when teams interpret interface requirements in varying ways or 
when modifications to one component have a consequential impact on the functional-
ity of other components that depend on it. Effective communication and seamless 
collaboration among teams are crucial for establishing and sustaining compatible 
interfaces throughout the development process of complex projects [56].

In complex projects, interface specifications that are ambiguous or incomplete can 
give rise to a multitude of issues. Inconsistencies and delays may arise when multiple 
teams hold divergent interpretations of interface requirements. To ensure the success 
of complex projects, normally a significant amount of time should be dedicated to the 
initial phase of defining thorough and unequivocal interface specifications [57]. This 
approach serves to mitigate the likelihood of any potential issues arising throughout 
the project’s lifespan. In the context of APM, it is worth noting that the aforemen-
tioned issue can be somewhat alleviated. This is because of the fact that frequent com-
munication and clarification between teams can facilitate a collective comprehension 
of interface requirements, thereby circumventing any potential misalignment [58]. In 
complex projects, it is imperative for teams to effectively communicate updates, prog-
ress, and potential issues pertaining to their respective components. The occurrence 
of delays or miscommunication in the dissemination of information can impede the 
integration process, ultimately resulting in misunderstandings or conflicts [59, 60]. 
The establishment of effective communication channels, such as scheduled meetings 
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or digital collaboration platforms, can greatly facilitate the timely and transparent 
exchange of information.

Nevertheless, in the case of a complex project, different Scrum teams may run dif-
ferent sprint cycles or have divergent development timelines. The integration of their 
products can pose certain challenges. The occurrence of misalignment in timelines 
can potentially result in undesirable delays or compel teams to operate on incomplete 
components, thereby adversely affecting the overall integration process [61]. One 
potential solution to address these challenges and facilitate a seamless integration 
process is to coordinate and synchronize sprint cycles or to establish clear dependen-
cies and sequencing of work between teams. By doing so, teams can work together 
more effectively and efficiently, ultimately leading to a more successful outcome. In 
addition, it is important to note that as the development process advances, modifica-
tions made to a particular component may potentially trigger a series of consequential 
impacts on other components that rely on it. The task of coordinating and manag-
ing changes and dependencies can prove to be quite challenging, particularly when 
multiple Scrum teams are involved [62]. Well-defined change management proce-
dures, efficient communication channels, and a cooperative strategy for handling 
interdependencies can significantly reduce risks and guarantee a smooth integration 
of modifications into the overall product [63, 64].

In summary, it is imperative to acknowledge that the seamless integration of 
products from diverse Scrum teams necessitates efficient knowledge dissemination 
and collaboration. Each team possesses a wealth of valuable insights and expertise 
that are directly related to their respective components. Nonetheless, the inadequate 
dissemination and use of this valuable knowledge has the potential to impede the 
straightforward assimilation process. Facilitating cross-team collaboration, promot-
ing knowledge transfer sessions, and fostering a culture of open communication can 
effectively encourage the exchange of ideas, insights, and best practices. This way of 
working, in turn, can significantly enhance the integration of different products. As 
we will see in the next section, it is imperative to acknowledge that in the context of 
physical product development, the DT can take the form of an indispensable tool for 
facilitating seamless and effective knowledge transfer among teams.

4.  Agile project management and digital twin: a powerful combination for 
complex projects

As evidenced in the preceding section, the integration of products that various 
Scrum teams have developed can present certain challenges, particularly regarding 
interfaces and the communication of information. To achieve successful integration, 
it is essential to address interface compatibility, ensure clear and comprehensive 
interface specifications, facilitate timely information exchange, synchronize develop-
ment timelines, promote knowledge sharing and collaboration, manage changes and 
dependencies, and implement continuous integration and testing practices of the 
product increments [65]. These factors play a critical role in ensuring that the integra-
tion process runs smoothly and efficiently. Therefore, it is imperative to prioritize 
these aspects and allocate adequate resources toward their implementation.

The solution proposed by this chapter is the integration of DT into an APM 
framework, such as Scrum. This integration is illustrated in Figure 2. The benefits of 
employing a DT in the complex levels of APM for the development of physical prod-
ucts are manifold. We will expound upon these advantages in the ensuing section. 
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By using this technology throughout the project, one can take a proactive approach 
toward addressing the challenges that might arise in complex projects despite the 
proper use of an agile approach.

4.1  Digital twin: a solution for managing complexity in agile project management 
of physical products

In the realm of complex physical product development projects, DT technol-
ogy assumes an essential position, particularly when multiple teams are engaged in 
the development of diverse subsystems [66]. In complex projects, teams are often 
frequently geographically dispersed [67]. Consequently, the collaboration process, 
as well as the combination of the evolution of their subproducts and the results of 
testing from prototyping, can become even more challenging. However, it is worth 
noting that the integration process can be significantly streamlined through the use 
of DT technology. By leveraging the virtual representation of the physical product or 
subsystem, teams can effectively collaborate and exchange information regarding the 
project’s evolution. This approach enables seamless teamwork and promotes efficient 
communication among team members [11].

The use of DT technology in APM enables each team to develop its specific 
subproduct independently, with a concentrated emphasis on its designated areas of 
expertise. The premise at hand is that the DT functions as a shared point of refer-
ence, facilitating cooperation and integration among the teams in question [68]. DT 
technology offers a collaborative platform that enables teams to visualize, analyze, 
and interact effectively with their respective subproducts. The use of DT technology 
fosters a sense of alignment and facilitates the integration process, which is a signifi-
cant source of risk in complex projects. This way of working is shown schematically 
in Figure 3. The implementation of DT technology will enable teams to integrate their 
subproducts seamlessly in a virtual environment, facilitating the analysis of multiple 
interfaces and the refinement of their product backlogs.

By means of the integration that DT technology facilitates, agile teams are able 
to gain a comprehensive view of the entire scenario, even when they are geographi-
cally dispersed across different regions of the globe. Every team has the opportunity 
to make a valuable contribution to the DT by providing its respective subproduct, 
thereby ensuring that all components are seamlessly integrated. Virtual integra-
tion eliminates the necessity for physical conveyance of prototypes, diminishes 
temporal delays, and facilitates instantaneous collaboration [11]. The integration of 

Figure 2. 
Scrum framework using DT for complex physical product development.
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collaboration tools and communication channels within the DT platform serves to 
strengthen teamwork among geographically dispersed teams. Team members are 
able to engage in effective communication, exchange valuable feedback, and arrive at 
mutually beneficial decisions through the employment of the virtual platform.

DT technology facilitates the remote monitoring and control of physical entities, 
even in geographically dispersed locations, particularly in complex projects. Project 
teams have the ability to conduct remote assessments of performance, detect any 
anomalies that may arise, and take the appropriate actions as needed. The implemen-
tation of remote monitoring and control systems has proven to be a highly effective 
means of enhancing operational efficiency, minimizing the necessity for physical 
presence, and facilitating prompt responses to any arising issues [69]. Furthermore, 
DT technology offers advantages that transcend the development phase because it 
continues to provide value throughout the entire product lifecycle.

In essence, the use of DT technology within the context of complex APM of physi-
cal products yields significant benefits to project coordination. The project’s success 
is achieved through the facilitation of iterative design and testing processes as well as 
the rapid synchronization of teams involved in module prototyping and simulations. 
Through the development of virtual prototypes of tangible entities and the subse-
quent exploration of diverse design alternatives in a virtual environment, the neces-
sity for physical prototypes is significantly diminished. The development team has the 
opportunity to use integrated real-time data from a multitude of sources, including 
but not limited to sensors, IoT devices, and monitoring systems [70]. The capability 
to share data guarantees that additional stakeholders, including clients, are granted 
access to the latest and most accurate information. In complex projects, the exchange 
of real-time data diminishes the possibility of operating with obsolete or contradic-
tory information, thereby augmenting project efficacy and agility. Henceforth, DT 
not only serves as a resolution to the numerous specific obstacles encountered during 

Figure 3. 
Several agile teams exchanging information and refining their respective product via DT.
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the development of physical products, but it also has the potential to further improve 
APM across various knowledge domains of project management.

To summarize, the implementation of a DT in an agile project that involves 
numerous geographically dispersed teams collaborating on a complex new product 
yields several benefits. The provision of a shared reference point for all stakeholders 
facilitates collaboration and knowledge sharing. The DT’s capacity for real-time func-
tionality facilitates expeditious decision-making and adaptability. The use of virtual 
testing and experimentation has proven to be a highly effective means of reducing 
costs and expediting the development process. Furthermore, the implementation of 
DT technology elevates the general quality and robustness of the product, resulting in 
heightened levels of customer satisfaction.

4.2 Enhancing agile project performance with digital twin technology

As we have demonstrated, APM offers a comprehensive framework for effectively 
tackling the intricacies of complex projects. Moreover, it is noteworthy that the DT 
constitutes a virtual platform that enables teams to combine their efforts, gain a 
comprehensive visualization of the entire system, and conduct integration testing in a 
virtual environment. The integration of DT technology with complex physical prod-
uct projects can yield numerous benefits for project management. For instance, by 
using virtual representations, stakeholders can be more effectively engaged, project 
scope can be managed with greater efficiency, product quality can be ensured, costs 
can be optimized, delays can be minimized, and technical risks can be mitigated.

The concept of DT presents a remarkable opportunity for collaborative efforts in 
project management. This innovative solution proves particularly advantageous in the 
development of complex physical products, especially when dealing with teams that 
are geographically dispersed. By facilitating the integration of subproducts, DT tech-
nology enables seamless collaboration among team members, thereby enhancing the 
overall efficiency of the project. This particular feature enables the product owner, 
in particular, to examine and deliberate upon the entity from various angles, thereby 
enhancing lucidity and minimizing ambiguity in conversations with customers.

DT technology offers a virtual replica of complex products, allowing stakeholders 
to seamlessly engage with and visualize the product in a realistic and intuitive manner 
[71]. This visualization serves as a valuable tool for stakeholders because it enables 
them to gain a comprehensive understanding of the product’s behavior, capabilities, 
and potential challenges. This, in turn, facilitates informed decision-making, which is 
crucial for the success of the project. Stakeholders are encouraged to engage actively 
in the development process by providing constructive feedback, offering insight-
ful suggestions for improvement, and ensuring that their unique requirements and 
expectations are effectively addressed. Such active participation is highly valued by 
most stakeholders and can significantly enhance the overall quality of the develop-
ment process. The use of DT technology promotes cooperation and cultivates a shared 
sense of responsibility among stakeholders, ultimately leading to enhanced project 
results and heightened stakeholder satisfaction.

The optimization of product design is a crucial objective in the development of 
complex products. In this regard, DT presents a potent platform that can be leveraged 
to attain this goal. Using the virtual environment, teams have the opportunity to 
examine various design iterations thoroughly, evaluate their efficacy, and ultimately 
make informed design decisions based on data-driven insights [72]. The capacity to 
iterate expeditiously within the digital realm enables the attainment of more efficient 
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and effective design optimization, culminating in products that surpass or meet 
customers’ expectations.

The implementation of DT technology offers a valuable opportunity for teams to 
examine various design alternatives thoroughly. This process allows for the identifica-
tion of the optimal design configuration that effectively balances performance, cost, 
and other critical factors. The use of DT technology in the optimization of product 
design serves to augment the overall competitiveness and marketability of the end 
product [73]. Furthermore, the use of DT technology empowers teams to validate the 
functionality of a product, optimize its performance, and ensure that it meets the 
desired quality standards.

In the same token, in the realm of product design, quality assurance is an indis-
pensable element of complex product development projects. In this regard, DT 
technology plays an essential part in guaranteeing the quality of the product. DT tech-
nology facilitates a virtual environment that allows for comprehensive testing, simu-
lations, and performance evaluations [11]. This innovative approach empowers teams 
to monitor the behavior and performance of the product closely, thereby enhancing 
the overall quality of the result of the project. The use of DT in APM facilitates the 
prompt identification and rectification of any design deficiencies, inadequacies, or 
operational hindrances.

It is also important to note that in the realm of project management, it is fre-
quently the case that the overall success of a given endeavor is contingent upon the 
expeditiousness with which it is brought to fruition [74]. The ramifications of project 
timeline delays can be quite substantial, particularly in the realm of complex product 
development. However, DT technology can be instrumental in mitigating such delays 
by enabling teams to swiftly execute iterations, simulations, and scenario planning 
[11, 75]. By simulating various scenarios and evaluating their effects on project 
timelines, teams can effectively identify and address potential delays in the develop-
ment process.

In addition, it is worth noting that APM’s collaborative and transparent approach, 
when coupled with the remarkable abilities of DT technology, promotes seamless 
communication and alignment among all team members and stakeholders, which 
helps mitigate any potential delays that may arise as a result of miscommunication or 
misalignment. In the case of complex product development, effective cost control is 
an essential component that transcends only timely completion. In this regard, DT 
technology presents a host of significant benefits. The use of DT’s virtual environ-
ment empowers teams to effectively optimize resource allocation and efficiently 
identify opportunities for cost-saving measures. Through the process of simulating 
diverse scenarios, teams are able to evaluate the effects of multiple factors on costs, 
thereby enabling them to make informed decisions that optimize resource use. 
The use of DT technology also enables effective collaboration and communication 
among teams that are geographically separated, thereby diminishing the necessity for 
physical presence and the accompanying travel expenses [11, 73]. Another important 
benefit of the use of DT in APM is that the capacity to identify and rectify design defi-
ciencies or performance inadequacies in the initial stages of the development process 
serves to mitigate the expenses associated with extensive rework or redesign.

It is imperative to remember that complex product development naturally entails 
technical risks [76, 77]. However, the use of DT technology also effectively allevi-
ates these risks. The DT platform offers a virtual environment that enables teams to 
create models and simulate complex technical systems. This allows for the identifi-
cation of potential issues, evaluation of various design alternatives, and informed 
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decision-making to mitigate risks. The implementation of a proactive risk manage-
ment approach can effectively decrease the probability of encountering technical 
setbacks, rework, or failures, thereby augmenting the project’s overall triumph. When 
managing complex projects, DT with APM entails more than just basic risk manage-
ment. In fact, it incorporates learning and knowledge management into the mix. As 
teams engage with DTs, they acquire valuable insights and knowledge regarding the 
product and its behavior. The insights are subsequently shared among the organiza-
tion’s members via DT. This process of knowledge transfer not only facilitates the dis-
semination of valuable information but also nurtures a culture of perpetual learning 
within the organization [78, 79].

The knowledge and insights gained from past projects can be effectively used in 
upcoming projects, resulting in enhanced levels of efficiency and efficacy. The use 
of DT as a knowledge repository enables teams to conveniently access and capital-
ize on prior experiences, thereby mitigating the possibility of reiterating errors and 
fostering the adoption of optimal methodologies. The implementation of DT tech-
nology enables organizations to bolster their capabilities and expertise through the 
facilitation of learning and knowledge management, which leads to improved project 
outcomes and heightened competitiveness in the market.

In summary, the mutually beneficial connection between APM methodologies 
applied to complex product development and the use of DT technology presents sig-
nificant advantages for businesses. APM is a highly adaptable and iterative approach 
that enables swift responsiveness to evolving customer requirements and market 
dynamics. DT technology offers a virtual depiction of the tangible product, facilitat-
ing continuous monitoring, experimentation, and evaluation during the entire dura-
tion of the product’s existence. The amalgamation of these two fundamental concepts 
engenders a robust framework that enables the optimization of product development 
while concurrently augmenting customer satisfaction. Through the use of DT tech-
nology in APM, companies can elevate project results, produce superior products, 
streamline expenses, diminish delays, alleviate technical risks, foster knowledge 
acquisition, and stimulate innovation in complex product development initiatives.

5. Conclusion

The implementation of APM methodologies for the development of new physical 
products necessitates tailored adaptations to effectively tackle the unique challenges 
inherent in this particular domain. To attain success, it is imperative to tailor the prod-
uct backlog, cultivate cross-functional collaboration, and underscore the significance 
of prototyping. By integrating prototypes at various phases of the development cycle, 
teams can authenticate designs, amass feedback, and progressively enhance the tangi-
ble product to fulfill user demands and market standards. The use of prototyping as a 
tool is highly valuable in the realm of product development. It serves to mitigate risks, 
reduce uncertainty, and effectively deliver innovative physical products that cater to 
the needs of the customer. The emergence of the DT concept has proven to be a revo-
lutionary approach in bridging the gap between the physical and digital worlds. A DT 
refers to a computer-generated model that replicates or represents a physical object, 
process, or system in a virtual environment. The concept in question encompasses not 
only the tangible characteristics but also the behavior and conduct exhibited by what 
it denotes. Through the integration of real-time data, simulation, and analytics, DT 
technology offers a holistic comprehension and visualization of the physical entity in 
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question. The integration of DT technology within the framework of APM presents 
a multitude of noteworthy benefits and prospects. The agile methodology for project 
management flourishes through the sustained cooperation and intimate engagement 
of cross-functional teams via DT.

The implementation of DT technology serves to enhance collaboration among 
diverse teams with varying areas of expertise in a given project. Through the integra-
tion of physical prototypes with their digital counterparts, designers are able to moni-
tor and analyze performance metrics effectively, detect anomalies, and optimize the 
design based on real-world data. The DT functions as a universal point of reference 
for all parties involved, promoting cooperation and guaranteeing that all individuals 
possess a mutual comprehension of the product’s prerequisites and specifications. 
The ongoing exchange of feedback between the physical prototype and its DT serves 
as an iterative process that propels perpetual enhancement and ingenuity. By using 
a common digital representation, professionals such as designers, engineers, and 
stakeholders can effectively collaborate from remote locations. This collaboration 
is made possible through the use of real-time data and simulations, which allow for 
seamless communication and exchange of ideas. The implementation of this approach 
facilitates efficient and seamless communication, swift feedback loops, and enhanced 
decision-making capabilities, even in situations where team members are geographi-
cally dispersed. The capability to tackle concerns promptly in the digital domain 
facilitates the streamlining of the design and development process, thereby diminish-
ing the time and expenses linked with interface integration in complex projects, in 
contrast to instances where solely conventional physical prototyping is employed.

Furthermore, it is worth noting that the implementation of a DT has a significant 
impact on the product’s general quality and dependability. By using the DT at every 
stage of the development process, teams can effectively and proactively anticipate 
and rectify any potential design flaws or performance bottlenecks. The capacity to 
conduct virtual testing and optimization of a product empowers teams to fine-tune 
and augment its functionality, thereby guaranteeing that it satisfies the intended 
specifications and requisites. Ultimately, this leads to the production of a superior 
product that is more closely attuned to customers’ expectations. The incorporation 
of a DT into APM enables agile teams to gain insight into a variety of design alterna-
tives, conduct material experiments, evaluate performance characteristics, and verify 
functionalities remotely through the DT.

To summarize, the harmonious collaboration between APM and the use of DT 
technology presents a multitude of benefits for enterprises engaged in the develop-
ment of complex products. The amalgamation of agile principles with DT capabilities 
facilitates a collaborative environment, real-time monitoring, virtual testing, and 
customer engagement. The implementation of this approach amplifies the flexibility, 
swiftness, and excellence of the product development process, culminating in the 
creation of products that are more adept at satisfying customers’ requirements and 
providing substantial worth. To conclude, the incorporation of DT technology into 
APM presents a revolutionary approach to tackling issues related to communication 
and information. Through the adoption of this collaborative approach, enterprises 
can maintain their competitiveness in a swiftly evolving marketplace and simultane-
ously propel innovation and elevate customer satisfaction to unprecedented levels.
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Abstract

The concept of precision medicine involves tailoring medical interventions to 
each patient’s specific needs, considering factors such as their genetic makeup, 
lifestyle, environment and response to therapies. The emergence of digital twin (DT) 
technology is anticipated to enable such customization. The healthcare field is, thus, 
increasingly exploring the use of digital twins (DTs), benefiting from successful 
proof of concept demonstrated in various industries. If their full potential is realized, 
DTs have the capability to revolutionize connected care and reshape the manage-
ment of lifestyle, health, wellness and chronic diseases in the future. However, the 
realization of DTs’ full potential in healthcare is currently impeded by technical, 
regulatory and ethical challenges. In this chapter, we map the current applications of 
DTs in healthcare, with a primary focus on precision medicine. We also explore their 
potential applications in clinical trial design and hospital operations. We identify 
the key enablers of DTs in healthcare and discuss the opportunities and barriers that 
foster or hinder their larger and faster diffusion. By providing a comprehensive view 
of the current landscape, opportunities and challenges, we aim to contribute to DTs’ 
ongoing development and help policymakers facilitate the growth of DTs’ application 
in healthcare.

Keywords: human digital twins, precision medicine, DT of the eye, clinical trials, 
hospital operations management

1. Introduction

Digital twins (DTs) are currently implemented in various sectors such as smart 
cities, manufacturing, construction, automotive and aerospace. Successful proof 
of concept in various industries and the growing accessibility of technological 
devices capable of gathering patient data facilitate an emerging utilization of DTs 
in the healthcare field [1]. DTs present significant potential, particularly in the 
realm of precision medicine [2]. In this context, DTs offer the capability to simulate 
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personalized treatment approaches, providing a visual representation of the potential 
outcomes of therapies and the progression of diseases for each individual patient [3]. 
Furthermore, the healthcare sector has already witnessed successful implementations 
of DTs, particularly in areas like predictive maintenance and performance enhance-
ment of medical devices, as well as the optimization of hospital management systems.

While DTs have demonstrated significant success in various fields, it is important 
to acknowledge that DTs developed for healthcare differ significantly from those 
designed for industrial applications. Healthcare DTs face unique challenges and 
requirements due to the complexity and sensitivity of medical data, and there are 
several important points to consider. For instance, human DTs indeed rely heavily on 
the integration of artificial intelligence (AI) applications, and these applications often 
utilize sensitive medical data. Given the sensitive nature of medical data, ensuring the 
proper handling and protection of this information becomes crucial [4].

Unlike other industrial applications, health DTs have unique characteristics that 
require a dedicated examination. This review encompasses an evaluation of the tech-
nologies used in health DTs, the specific areas of application within healthcare, and 
the barriers that exist in both the research field and the market for these technologies. 
By conducting this comprehensive analysis, a deeper understanding can be gained 
regarding the potential benefits, challenges and opportunities associated with health 
DTs in healthcare settings.

This chapter contributes to the DTs in healthcare literature as follows:

• We introduce a comprehensive background and recent advances of DTs in 
healthcare covering multiple areas of healthcare.

• We provide a comprehensive summary of enabling technologies and possible 
data sources in DTs in healthcare, assessing their benefits and drawbacks.

• We summarize DT applications in healthcare (precision medicine, clinical trials 
design and hospital operations) from the literature. As a case study, we present 
a comprehensive review focused on DTs of the eye and how they differ from 
creating DTs of other organs.

• Finally, we discuss limitations and open issues. We engage in a discussion on poten-
tial strategies to address these challenges and overcome the barriers they pose.

2. Background: concept of DTs in healthcare

A Digital Twin (DT) serves as a reflection of the real world, offering a way to 
simulate, predict and enhance physical manufacturing systems and procedures [5]. In 
the realm of healthcare, DTs can be described as virtual representations, also known 
as “digital twins,” of patients, their anatomical structure and medical devices. These 
twins are created using a combination of multimodal patient data, population data 
and real-time updates on patient and environmental variables [6, 7]. Additionally, 
when it comes to healthcare facilities, a DT of a hospital environment can also be 
included within the scope. Overall, in the healthcare field, DTs offer various benefits, 
covering diverse areas such as enhancing diagnostics, treatment and care, assisting in 
medical pathway planning, as well as supporting hospital organization and manage-
ment, and facilitating medical or asset resource allocation.
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The concept of human DTs comprises three essential components: the physical 
object, the virtual object and the digital thread. The author [8] summarizes these 
three components as follows: (1) The physical object can be a patient, a medical 
device, a wearable device, an external factor (e.g., social behavior, weather, air qual-
ity, or even government policies influencing patient health), or a system consisting 
of more of these objects (e.g., a hospital). (2) The virtual object is the medical device 
model, wearable device model, digital person model, external factor model and 
digital system models. (3) The digital thread is healthcare data, including real-time 
data detected from medical and wearable devices or external factors, simulation data 
from digital models, historical health data and electronic health records (EHRs) from 
healthcare institutions, and service data from platforms that enable the communica-
tion between the physical and virtual objects and spaces.

The physical object in DT applications primarily comprises physical patients 
and devices such as medical instruments, auxiliary equipment and wearable sensors 
that are connected to actual individuals. Various medical detection and scanning 
instruments, as well as wearable devices, are utilized to collect dynamic and static 
multi-source data related to physical humans. This data is then transmitted in real-
time to a virtual space and is processed to finally return to the physical objects as 
real-time instructions and commands (Figure 1). This interplay between the physical 
twin (PT) and virtual twin (VT) enables seamless interaction and data exchange for 
improved healthcare outcomes [8]. Thus, to enable the continuous development of 
DTs, the co-evolution of both PTs and VTs is essential. A reliable data link facilitates 
the mapping between the PT and VT, enabling their synchronized development in 
both the physical and virtual environments. This enables real-time data analysis and 
continuous monitoring of the PT’s condition, allowing for instance the early detection 
or crisis warning of potential health issues [9].

DT models can be effectively employed to enhance the outcomes of diverse clinical 
procedures. By leveraging real-time data and processing capabilities, DT algorithms 
can provide accurate insights and predictions, thereby improving decision-making in 

Figure 1. 
High-level component view of a DT for precision medicine.
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medical settings. Through the utilization of a vast dataset and AI-powered models, an 
ideal replica of the human body or specific body parts can be generated. This replica-
tion mimics human physiology and can provide potential answers to a wide range of 
clinical questions [10, 11]. Additionally, DTs can provide a secure environment for 
young practitioners, doctors and surgeons to practice, undergo training procedures 
and conduct tests on a virtual representation of the human body. This enables them to 
enhance their skills and expertise in a safe environment.

3. Health DT development: enabling technologies and data sources

The DT model allows for the continuous collection and accumulation of data 
throughout its entire lifecycle [12]. The accessibility of biomedical data has signifi-
cantly increased due to various sources such as large biobanks, electronic health 
records, medical imaging, wearable devices, biosensors, as well as cost-effective 
genome and microbiome sequencing. This accessibility has played a crucial role in the 
development of health DT solutions [13]. Moreover, data gathered through personal 
digital devices, and patient-generated health data, such as patient-reported function 
or symptoms, physical markers, and demographic, and lifestyle data over time of 
an individual contribute to the development of more comprehensive DTs [9, 14, 15]. 
The integration of diverse data streams within health DTs allows for a broad under-
standing of an individual’s health. This holistic view enables personalized healthcare 
interventions tailored to the specific needs of each individual.

In a health DT process, collected data from patients and the surrounding 
environment is transmitted and stored in real-time within the Internet of Things 
(IoT) cloud. Through the utilization of big data analytics and AI, valuable insights 
are extracted from the vast volume of data. This knowledge can be reused and 
enhanced over time. These insights then enable the creation of a VT, representing 
the PT’s condition. Through this process, information regarding the PT’s attributes, 
health status and other relevant data is fed back to the virtual models, enabling 
a two-way transmission of data. Thus, effective communication techniques that 
enable bi-directional data transmissions between the PT and VT are crucial for 
the success of this model. By constructing product models in the virtual space 
and facilitating the feedback of digital models to the physical space, a closed-loop 
process is achieved in the DT mode [9]. Finally, to comprehend and monitor the 
PT’s status comprehensively, visualization tools are necessary. These tools allow for 
a visual representation of the PT’s data, aiding in understanding and monitoring 
their condition.

The progress made in Digital Health technologies has made it possible to observe 
a rich amount of digital data and detailed aspects of people’s behavior, the complex 
factors that influence behavior at any given moment, and how behavior changes 
over time within each person. This advancement relies on a range of devices such as 
smartphones, wearables, implantable sensors and ingestible sensors (like smart pills) 
to gather and analyze biological (e.g., blood glucose), physiological (e.g., heart rate 
and blood pressure) or behavioral data [16, 17]. Wearable sensors particularly enable 
healthcare professionals to gather real-time data outside of traditional clinical set-
tings. The availability of affordable and noninvasive devices, such as smartwatches or 
bands, has rapidly increased. These wearable sensors are capable of accurately mea-
suring various physiological metrics. By integrating data from these wearable devices 
with EHRs, it becomes possible to extract relevant information about a patient’s 
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underlying disease risk. This integration enables the creation of a personalized remote 
monitoring experience for patients and caregivers [13].

Moreover, DT models also rely on biomarkers that cannot be directly measured 
or require invasive procedures. These biomarkers play a crucial role in various 
applications, such as precision cardiology. In precision cardiology, the integration of 
cardiovascular imaging with computational fluid dynamics enables the noninvasive 
assessment of flow patterns and the computation of diagnostic metrics. This approach 
is particularly useful for conditions like coronary artery disease, aortic aneurysms, 
valve prostheses and stent design, providing valuable insights without the need for 
invasive procedures [18].

Despite these advancements in the healthcare field, there are several challenges 
(technical limitations, ethical considerations and financial constraints) that hinder 
data acquisition for building DTs and unfolding their full potential. Unlike industries 
like automotive, where sensors are readily available and integrated into the assets, 
humans do not naturally possess embedded sensors [3, 19]. Still, humans mostly 
rely on periodic medical examinations to gather data about their health; thus, the 
intermittent data collection method poses limitations in maintaining real-time and 
continuous updates for human DTs. The seamless connection between humans and 
their DTs cannot be guaranteed yet [4].

The implementation of DTs encompasses a wide range of technologies. These 
include the IoT, 5G networks, cloud and edge computing, extended reality (XR), 
simulation tools, visualization tools, and AI and machine learning (ML) models. 
Additionally, the integration of technologies such as federated learning (FL) and 
blockchain is rising to address security, transparency and privacy-related issues. 
These technologies coupled with the availability of diverse and accurate create excit-
ing opportunities for the use of DTs in healthcare [3, 12, 19, 20].

3.1 Internet of Things

Enhanced IoT sensors and devices refer to internet-connected sensors and devices 
that have the capability to be integrated into ordinary objects or attached to the 
human body, such as wearable devices. These advanced sensors and devices enable 
data collection, communication and interaction with the surrounding environment, 
thereby enhancing connectivity and enabling a wide range of applications and 
services [21]. The integration of IoT into medical systems holds immense potential for 
driving the future of DTs in healthcare. Rather than relying solely on visits to hos-
pitals, real-time health monitoring of patients enabled by IoT devices can empower 
individuals, allow early detection of health issues, and facilitate effective manage-
ment of chronic conditions. This shift toward continuous monitoring and personal-
ized healthcare plans has the potential to significantly improve patient outcomes and 
enhance overall healthcare delivery [22].

The decreasing cost and increasing accessibility of IoT devices have facilitated 
the rise of connectivity. However, challenges remain in achieving real-time moni-
toring, particularly due to factors like power outages, software errors and ongoing 
deployment issues. These challenges pose significant obstacles to the overall objec-
tive of establishing seamless connectivity. For instance, one of the challenges is the 
reliance on a single sensor to provide data for AI algorithms. If there is a dysfunc-
tion or failure in the sensor, it can hinder the success of a specific process. Achieving 
complete connectivity and redundancy in data collection is crucial to mitigate the 
impact of such failures.
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3.2 5G network

The high transmission rate of the 5G network enables the collection of sensor 
data at a rate that satisfies the demands of big data analysis and advanced forms of 
AI in DT systems [23]. Thus, the adoption of 5G networks in DT applications has the 
potential to enhance ongoing operations through continuous monitoring of physical 
systems in real time. Despite this clear potential, DTs adoption within 5G networks 
remains relatively new [24].

3.3 Artificial intelligence

AI is revolutionizing healthcare by employing a widely applied combination of 
highly complex algorithms that emulate human cognitive functions across various 
applications and sectors. This transformative technology, including techniques like 
deep learning (DL) and ML, can be extensively applied to diverse healthcare data 
types [11, 22]. Multimodal AI models have the potential to integrate data from mul-
tiple sources, such as biosensors, genetic information, epigenetic markers, proteomic 
data, microbiome profiles, metabolomic measurements, medical imaging, textual 
data, clinical records, social determinants of health and environmental data [13].

DT applications leverage AI technologies and techniques, and software analyt-
ics to create and maintain a dynamic, real-time digital representation of a physical 
object. Currently, AI-powered DTs of human biological systems or organs play a 
significant role in diagnosing existing medical conditions and forecasting poten-
tial future health issues. This is accomplished by analyzing aggregated data and 
medical histories associated with individuals [25]. Furthermore, AI is crucial in 
designing DTs of organs by leveraging physiological data to generate 3D images. A 
notable example is the development of a DT model by Siemens Healthineers, which 
utilized a vast database comprising over 250 million annotated images, reports and 
operational data. By harnessing AI capabilities, this DT model enables the creation 
of digital heart designs based on patient-specific data, considering factors such as 
size, ejection fraction, muscle contraction and other relevant conditions unique to 
each patient. This AI-driven approach facilitates personalized and precise modeling 
of organs, contributing to advancements in healthcare diagnostics and treatment 
planning [26].

One of the major challenges DTs faces is particularly regarding privacy concerns. 
The collection and storage of large volumes of data in a centralized repository raise 
significant privacy concerns and increase the risk of data breaches. Solely removing 
patient identifiers from the data is not sufficient to address these concerns since there 
is a possibility of reconstructing the original data even without the identifiers. FL 
offers a potential solution to this issue by enabling the utilization of the combined 
power of individual data modalities without the need to centralize the data [27].

3.4 Federated learning

FL aims to address data governance and privacy concerns by enabling collabora-
tive training of algorithms without sharing the actual data. FL allows institutions to 
gain insights collectively, such as through a consensus model, while keeping patient 
data within the institution. The ML process takes place locally at each participating 
institution, with only model characteristics (such as parameters and gradients) being 
transferred. Recent research has demonstrated that FL-trained models can achieve 
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performance levels similar to those trained on centralized datasets and outperform 
models that only have access to isolated data from individual institutions [27, 28].

FL has the capacity to facilitate large-scale precision medicine, resulting in models 
that provide unbiased decisions, accurately represent an individual’s physiology, 
and account for rare diseases, all while addressing governance and privacy concerns. 
However, the implementation of FL still requires careful technical considerations 
(including data heterogeneity, traceability and explainability issues) to ensure opti-
mal algorithm performance without compromising safety or patient privacy [28].

3.5 Immersive technologies (XR)

The emergence of immersive technologies in both industrial and consumer 
electronics has introduced innovative possibilities for DTs. These technologies offer 
new paradigms that can enhance the visualization and interaction capabilities of 
DTs, and enable highly realistic simulations. The combination of DTs and immersive 
technologies has primarily been utilized in the manufacturing domain [29], and there 
is emerging evidence of its potential use cases in healthcare as well. Some use cases 
of VR in conjunction with DTs offers a safe and immersive platform for training, 
enhancing skills, and refining medical techniques, remote operations, and remote 
collaborations, for instance, in surgeries [30]. This integration allows clinicians to 
practice complex procedures in a virtual environment. For instance, [31] developed a 
novel DT prototype that facilitates remote surgeries by integrating a robotic arm and a 
VR system connected over a 4G mobile network. By testing the prototype, the authors 
were able to analyze communication and cybersecurity requirements within their DT 
system. Moreover, medical education benefits significantly from this advancement, as 
healthcare professionals can gain hands-on experience by practicing treatments and 
procedures on virtual patients before performing them on real individuals.

3.6 Cloud and edge computing

DTs rely on a substantial volume of data, requiring high computing power to 
enable clinicians to extract real-time patient information. However, the storage and 
computing capabilities required for DTs often surpass what is currently available in 
healthcare centers [32]. Thus, many healthcare centers outsource their healthcare 
data and monitoring services to different locations, such as the edge or the cloud.

The deployment decision of twins in healthcare is primarily influenced by two 
key factors: available computing power and latency. In a typical Cloud Computing 
(CC) setup, data storage and computation are carried out within a centralized system. 
Cloud deployment provides greater computing power but higher latency due to its 
remote nature [10, 33]. As the number of IoT devices, mobile services, and the size of 
data continue to grow rapidly, it becomes imperative to alleviate the computational 
burden on the operating station or cloud. As an alternative, Edge Computing (EC) 
enables the network to conduct computation or process data at the extreme edges of 
the network, closer to the data source, rather than relying on centralized or distrib-
uted nodes in the core of the network [10]. EC offers limited computing power com-
pared to CC but also benefits from low latency as it is in close proximity to devices. In 
the healthcare domain, EC comes into play when time is critical when dealing with 
emergencies such as ischemic heart disease (IHD) or stroke, as it improves efficiency 
by reducing data circulation and providing faster data processing [34]. In 2019, [34] 
developed Cardio Twin, a platform designed as a DT of the human heart. The purpose 
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of this DT platform is to detect, prevent and mitigate the risk of heart disease. Cardio 
Twin runs on the edge devices like smartphones and connects with external sensors 
through Bluetooth communication to gather biosignals and collects data from other 
sources like medical records. In turn, this data is processed to detect and help in case 
the real twin is suffering an IHD or a stroke.

The integration of AI and ML algorithms with EC will significantly contribute to the 
progress of various applications, including healthcare and industries. A novel concept 
called Edge Machine Learning enables smart devices to perform local processing 
utilizing ML and DL algorithms. While edge devices can still transmit data to the cloud, 
processing data locally offers several advantages. It allows for data screening before 
sending it to the cloud and facilitates real-time data processing and response [10].

Finally, an integrated cloud-edge computing framework will support the advance-
ment of healthcare DTs by ensuring the availability of low-latency and high-capacity 
storage solutions. A cloud-edge computing arrangement enables time-sensitive 
tasks to be accomplished at the network’s edge. Tasks that require heavy computa-
tion or storage and cannot be executed at the edge are transferred to the cloud [9]. 
Ultimately, it is crucial for an effective DT framework to establish mechanisms that 
guarantee security and privacy, ensure highly reliable communications and reduce 
latency [35]. The decision to deploy DTs involves a careful balance, considering the 
aforementioned characteristics [33].

3.7 Blockchain

Recent advancements in DTs could pose specific challenges (e.g., privacy and security) 
in data sharing, storage and access in the healthcare sector [36]. Blockchain technology 
could address them by storing a patient’s medical history records in a secure, transparent, 
trustworthy and timely manner [37]. This ensures that healthcare providers and profes-
sionals have access to reliable and up-to-date information whenever needed. Having 
access to such comprehensive and timely data enables healthcare providers to make 
informed decisions and consider appropriate courses of action in the event of any future 
complications or medical concerns [38]. Despite the benefits of blockchain-enabled 
systems, one of the challenges they face is high latency caused by complex consensus 
mechanisms. This latency can hinder the system’s efficiency in meeting DTs’ low latency 
requirements. To overcome this challenge, novel optimization schemes are necessary [9].

4. Current applications of DTs in healthcare

In this section, we explore various examples of DT applications that have made 
significant advancements in facilitating the use of DTs in multiple healthcare 
domains. The primary objective of this section is to demonstrate the deployment of 
DTs in precision medicine and their role in supporting medical decision-making. 
Additionally, we introduce a detailed review of developing a DT of the eye. To provide 
a comprehensive overview of DTs in healthcare, we also present our findings on the 
utilization of DTs in clinical trial design and optimizing hospital operations.

4.1 Precision medicine and medical decision-making support

Precision medicine can be defined as an approach to target the right treatments 
to the right patients at the right time [39]. The broad goal of precision medicine is 
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to deliver customized therapies to individual patients, aiming to optimize both the 
effectiveness of treatments and the overall efficiency of our healthcare system (e.g., 
to prevent disease, improve survival and extend health span) [18, 40]. However, the 
original concept of precision medicine has faced criticism for its heavy emphasis 
on genomics and its limited focus on addressing clinical management challenges 
[40]. Additionally, a significant barrier to achieving precision medicine is the lack of 
consistent treatment response among patients with the same disease. This discrep-
ancy primarily results from the substantial complexity of the underlying condition, 
which can involve complex interactions among thousands of genes that vary across 
individuals with the same diagnosis. As a result, the concept is evolving and expand-
ing to incorporate a broader range of data, including lifestyle factors, environmental 
influences and biological information, moving away from a solely gene-centric 
perspective [41].

Precision medicine necessitates not only improved and more comprehensive data 
but also advancements in computer capabilities to analyze, integrate and leverage this 
data, ultimately constructing a DT of an individual patient. In this context, DTs have the 
potential to facilitate the prediction of illnesses by analyzing the personal history of an 
individual’s real twin and considering its current state, including factors such as location, 
time and activity. By leveraging the data collected from the real twin, DTs can simulate 
and predict the potential impact of different treatments on these patients, a shift from 
the “one-size-fits-all” treatments to tailor-made treatments [26]. This capability enables 
DTs to provide valuable insights into personalized treatment approaches, enabling them 
to make informed decisions and optimize patient care [18, 26]. An important challenge 
lies in integrating this data with healthcare organizations while ensuring the security and 
confidentiality of sensitive information [18].

In the medical and clinical fields, there is a growing interest and increasing avail-
ability of prototypes in the development of DTs in the precision medicine scope. The 
author in [42] proposed a framework for DT of patients, where a DT representing 
a patient exhibiting symptoms of a specific disease is created in unlimited copies, 
replicating the network models of all relevant molecular, phenotypic and environ-
mental factors associated with the disease’s mechanisms. Subsequent simulations are 
conducted using various drugs to determine the optimal treatment strategy.

DT technology is also encouraging to mimic human organs. The human heart [43], 
brain [44] and liver [45] are some examples of research areas within the DT scope. The 
Living Heart (Dassault Systèmes) project presented in [43] is a pioneering initiative in 
the field of organ DTs. This research project introduced a proof-of-concept simulator 
for reproducing cardiac excitation and contraction in the human heart. By utiliz-
ing human computer tomography and magnetic resonance images, the researchers 
successfully developed a comprehensive model of the entire heart, including all four 
chambers interconnected by four valves, incorporating various aspects of its function-
ality, such as blood flow dynamics, mechanical behavior and electrical impulses. This 
model integrated a human heart simulator, enabling the exploration of various clinical 
parameters and facilitating device design and treatment planning for cardiac diseases 
and dysfunctions. Another study in [45] describes the development of a DT of the liver 
with the aim of enhancing our understanding of liver disease and its correlation with 
drug toxicity, which is a leading cause of drug failures in clinical settings.

Moreover, several studies have been conducted with the aim of enhancing our 
comprehension or control of specific conditions or diseases and the care process [21]. 
The author [3] discusses the DTs design for the management of multiple sclerosis, a 
chronic autoimmune and degenerative disease that affects the central nervous system. 
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DTs have emerged as a promising tool in the field of multiple sclerosis (MS) and are 
particularly well-suited for MS due to the complex and heterogeneous nature of the 
disease, the multitude of treatment options available, and the need for comprehensive 
data integration and analysis. By integrating big data analysis and ML techniques, 
DTs can provide a comprehensive visualization of the disease progression and enable 
more informed therapeutic decisions (e.g., enhancing disease characterization, 
predicting disease course and conducting deep clinical phenotyping of individuals). 
Another application is trauma management, where effective management of trauma 
is highly critical in time-sensitive medical conditions. The author [46] introduced an 
initial case study that focuses on utilizing agent-based DTs for the management of 
severe traumas. This includes the prehospital phase, where physicians provide initial 
aid to patients and transfer them to the hospital emergency department, as well as 
the operative phase, where the trauma team provides necessary care in the hospital 
emergency setting. While the implementation of such systems is still in progress, a 
prototype has been developed to showcase the potential of this approach. In the case 
of elderly management, [8] introduced a framework called CloudDTH for manag-
ing the healthcare of elderly individuals. The framework specifically addresses the 
challenges related to real-time monitoring and accurate crisis warnings in healthcare 
services for elderly patients. Finally, the application of DTs extends to diabetes 
management as well. The author [47] introduced the DT model employed in diabetes 
management tracks various aspects such as nutrition, sleep patterns and changes in 
physical activity. DT model continuously monitors important health parameters for 
diabetes management including patients’ blood sugar levels, liver function, weight 
and more. Ongoing clinical trials have indicated that providing daily precision nutri-
tion guidance, which relies on a continuous glucose monitoring system (CGM), food 
intake data and ML algorithms, can offer substantial benefits to individuals diagnosed 
with type 2 diabetes.

4.2 Case study: Developing a DT of the eye

While significant efforts have been invested in the development of DTs for various 
human organs, including the heart, brain and liver, the field of ophthalmology currently 
lacks any such prototype or application, and this could be explained by several factors.

The main reason can be found in the peculiarity of the eye compared to other 
organs. For example, creating a DT of the heart can be, in certain respects, less 
complex than creating one for the eye. This is largely due to the differences in the 
scale and nature of the functional components involved in these two organs. One of 
the fundamental functions of the heart – the dynamics of blood flow – operates on a 
macroscopic level [18]. This involves the larger structures of the heart, including the 
chambers and valves, which are more easily accessible and observable. In contrast, 
the key functions of the eye involve microscopic structures that are more challenging 
to examine in detail and replicate digitally. Furthermore, the study and simulation 
of specific interventions in the heart, such as the functioning of a new valve, is 
inherently a macroscopic event. It does not necessitate an exploration of microscopic 
structures or phenomena. Therefore, the development of a DT for the heart can focus 
primarily on these larger, more observable elements, simplifying the task of creating 
a functionally representative model [6]. Additionally, the heart’s relatively exposed 
location within the chest cavity makes it more accessible for detailed scanning and 
data collection, a critical step in creating a DT. This accessibility is less straightfor-
ward in the case of the eye, which is largely shielded within the orbital bones.
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Overall, the eye is a composite organ, constituted of various distinct tissues, each 
with its own unique function and characteristics. These include the cornea, sclera, 
uvea and retina, with their microscopic structures. Each of these structures plays a 
crucial role in the overall function of the eye, and thus, any comprehensive digital rep-
resentation of the eye must incorporate the intricate interactions between these tissues. 
AI has been instrumental in studying these separate structures (e.g., optical coherence 
tomography or topography), but it has yet to reach the level of sophistication required 
to integrate these diverse elements into a single, coherent model [48]. The vision 
process is a result of the harmonious functioning of all these diverse elements. As 
such, the development of a DT that would reproduce these intricate interactions could 
significantly advance research in ophthalmology with potential advantages spanning 
from precision medicine to education, diagnostics and medical research.

To construct more sophisticated models, it would be first necessary to generate a 
static reproduction of a specific eye. This preliminary step entails the integration of 
images derived from both the anterior and posterior segments of the eye. The primary 
challenge for engineers in this endeavor is the synthesis of data originating from a 
multitude of sources. The construction of a comprehensive static model necessitates 
the utilization and interpretation of raw data and images from different technologies 
such as slit lamp imaging, topography, optical coherence tomography of the anterior 
and posterior segment, confocal microscopy, gonioscopy, echography, etc. The task of 
harmonizing such varied and extensive data sets would be the first challenge. Further, 
certain regions of the eye, such as the vitreous base, the extreme periphery of the fun-
dus or the ciliary body, are difficult to capture with the imaging technology currently 
available. In these instances, AI could be employed to supplement the missing data. For 
example, in an eye with severe myopia, it is probable that its peripheral retina would be 
thinner and that retinal degenerations would be more frequent. AI algorithms could be 
developed to acknowledge these alterations and fill in the gaps in the data accordingly 
[49]. Consequently, the resulting static model, enhanced by AI, could offer a reliable 
and comprehensive representation of the eye. Another example is the use of confo-
cal microscopy, an imaging tool that enables high-resolution imaging of the cornea, 
providing in vivo images of its structure. However, performing confocal microscopy 
across the entirety of the cornea - due to the enormous data requirements and time 
needed for comprehensive image acquisition – would be a challenge. Here, again, AI 
algorithms employing data from a set of representative samples obtained through 
confocal microscopy could predict the corneal structure in areas that were not directly 
imaged [50]. This method, combining direct imaging with intelligent prediction, could 
feasibly construct a complete, high-resolution model of the cornea.

Even though the creation of a DT of the eye would initially involve the development 
of a static model, the ultimate goal of this research field would not be limited to just an 
anatomical representation; it would be a functional replica capable of imitating both 
structural and functional attributes specific to an individual’s eye. This could, in theory, 
enable the DT to react to treatments and surgeries much like their physical counterparts, 
offering interesting opportunities for the exploration and testing of therapies and 
surgical procedures. One potential application could be clinical trials for rare conditions, 
such as Retinitis pigmentosa. The rarity of such conditions often makes it challenging to 
conduct traditional clinical trials due to the lack of a large patient sample or ethical issues 
[51]. However, with the generation of multiple DTs reproducing the specifics of these 
rare diseases, it would become possible to test new treatments within a digital environ-
ment. This could significantly accelerate the process of therapy development. Moreover, 
the DT of the eye could be instrumental in the ethical training of young doctors, 
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providing a realistic, risk-free environment for surgical practice. Trainees could refine 
their skills, reduce potential complications and increase their confidence before moving 
on to real-life surgeries on a specific eye and predict outcomes [52]. Finally, by accurately 
mirroring a patient’s unique eye characteristics, the DT could simulate visual experi-
ences, effectively predicting the individual’s visual acuity and field [53]. This predictive 
capability could have vital applications in legal and rehabilitative contexts. In legal 
situations where visual capability is a determinant factor, such as in disability claims or 
determining fitness to drive, the DT could provide a comprehensive, objective measure 
of a person’s visual function. It would serve as a reliable tool for accurately assessing 
visual impairment levels and substantiating legal claims. Furthermore, in the realm  
of visual rehabilitation, a DT could offer indispensable insights. By simulating a patient’s 
visual experience, clinicians could tailor rehabilitative strategies to address specific visual 
deficits, enhancing the effectiveness of the rehabilitation process [54]. Finally, with the 
assistance of AI, a DT of the eye could integrate various biomarkers of ocular diseases 
such as diabetic retinopathy [55]. This would allow for the prediction of disease progres-
sion and treatment outcomes in a specific eye.

Despite being in the early stages, research into developing a DT of the eye holds 
considerable potential. The complexity of the task, involving extensive data integra-
tion and sophisticated computational methods, is substantial. However, given the far-
reaching implications for individualized diagnostics, tailored treatment strategies and 
surgical training, the potential benefits underscore the value of continued research in 
this direction.

4.3 Other applications

4.3.1 Clinical trials design

The idea of incorporating virtual patients into the clinical trial design is an evolv-
ing concept [56]. DTs have the potential to enhance randomized controlled trials 
(RCTs) by reducing the number of subjects required to achieve the desired statistical 
power [57]. Current empirical trials have limitations because they often exclude 
patients with comorbidities or complex treatment regimens [18]. Additionally, clini-
cal studies face delays in the enrollment phase, and some trials fail to meet overall 
enrollment goals. DTs have the potential to create unlimited virtual replicas of actual 
patients, enabling computational treatment with a wide range of drug combinations 
that can serve as the control group. This approach allows for the testing of early-stage 
drugs on DTs of real patients, accelerating clinical research, mitigating potential 
risks and reducing the need for costly trials to approve new therapies. By leveraging 
DT technology, the impact of hazardous drugs can be minimized, while the overall 
process of drug development and approval can be improved [2].

In comparative clinical trials, the use of a control group can sometimes raise 
ethical concerns, particularly when the treatment being tested has the potential to 
save lives, and the standard of care or placebo is not considered effective. Ethical 
issues can also arise when there are significant differences in the characteristics of the 
treatments being compared, such as safety concerns or invasive procedures compared 
to noninvasive ones. DTs have the potential to address these ethical issues by replac-
ing placebo or standard-of-care patients with virtual counterparts that simulate the 
evolution of health states based on patients’ characteristics. By doing so, DTs can 
provide a representative view of how an intervention may impact the VT, effectively 
creating a synthetic control group [2].



55

Perspective Chapter: Digital Twins for Health – Opportunities, Barriers and a Path Forward
DOI: http://dx.doi.org/10.5772/intechopen.112490

While virtual clinical trials have demonstrated significant potential and offer 
several advantages, they have not yet reached a stage where they can completely 
replace human trials [56]. There are several issues to be considered including ensuring 
the accuracy and reliability of the VT’s simulation, addressing potential biases in the 
data used to create the DT, and maintaining transparency in how the DT is developed 
and utilized. Addressing these limitations in DTs in clinical trials could pave the way 
toward more targeted and efficient patient trials in the development of efficient drugs 
and medical devices.

4.3.2 Optimization of hospital operations

Another significant application of DT technology lies in the optimization of the 
entire operations management of hospitals. At the healthcare facilities and at the 
individual department level, one approach to improving processes involves creat-
ing testable scenarios based on real-time data inputs within a DT system. These 
scenarios aim to enhance various aspects such as staff allocation, visitor and patient 
flow management, reducing waiting times, optimizing equipment and resource 
allocation, facilitating emergency vehicle access, and improving overall service-
related operations [6, 46]. Notably, GE Healthcare and Siemens Healthineers have 
developed DTs specifically for hospital management optimization. DTs in digital 
process optimization in hospitals facilitate the optimization of digital processes 
by enabling predictive capabilities and capacity planning based on patient activity 
and demand. In this context, DTs can analyze historical data, current trends and 
other relevant factors to forecast patient flow and resource requirements accurately. 
Additionally, they allow for the execution of workflow simulations, enabling the 
testing and evaluation of various operational scenarios and layouts. This capability 
helps hospital administrators, and decision-makers assess the potential impact of 
different process changes or optimizations before implementing them in the physi-
cal environment [26].

5. Limitations and open issues

DT applications face several challenges and concerns that could impede the 
realization of their full potential. Especially, the multidisciplinary nature of designing 
and developing health DT systems presents a significant challenge. While collabora-
tion across various fields of research can potentially lead to breakthroughs, it can also 
impede progress [1]. Indeed, DTs combine emerging technologies, such as AI, IoT, 
big data and XR, and each component brings its own socioethical issues and technical 
limitations to the implementation stage, resulting in a lack of standardization and, 
thus, slower outcomes [1, 58]. The absence of standardized practices impacts vari-
ous aspects, including security, privacy, interactions, roles, contribution protocols, 
data transmission and synchronization between the VTs and PTs. The establishment 
of global standards would play a crucial role in accelerating the widespread adop-
tion of DTs and making them a reality more quickly. By having universally accepted 
standards, organizations and industries can benefit from streamlined processes and 
interoperability, fostering a more efficient and effective utilization of DT technol-
ogy [59]. Although DTs can show great performance in some tasks (e.g., predictive 
capability), DT capabilities could not be considered yet sufficient for therapy selec-
tion and preventive care [2].
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5.1 Technical limitations

DTs are indeed a complex combination of emerging technologies, each with 
its own set of limitations. While DTs offer numerous benefits, it is important to 
acknowledge the challenges associated with the individual technologies involved. 
For instance, while the cost-effectiveness and ease of implementation of IoT devices 
have facilitated increased connectivity, it is important to recognize the persistent 
challenges associated with their use. Issues such as power outages, software errors 
and ongoing deployment errors continue to pose obstacles. In the healthcare domain, 
these challenges become particularly critical, as the disconnection of sensors that pro-
vide data to health AI algorithms can significantly impact the objective of real-time 
monitoring [1]. When taking into account the advancements in AI technology, the full 
potential of ML in healthcare is hindered by the underutilization of existing medical 
data, primarily due to data silos and privacy concerns that limit access to this valu-
able information. Without access to an ample amount of data, ML faces obstacles in 
effectively transitioning from research to clinical practice [28]. For instance, training 
an AI-based tumor detector poses challenges due to the need for a vast database cover-
ing diverse anatomies, pathologies and input data types. However, obtaining such 
data is difficult as health data is highly sensitive and subject to stringent regulations. 
Even if data anonymization is employed, it is increasingly recognized that removing 
identifiable information alone may not adequately protect privacy. Additionally, 
the process of collecting, curating and maintaining a high-quality dataset requires 
significant time, effort and financial investment. As a result, these data sets possess 
substantial business value, leading to a decreased likelihood of their free sharing. Data 
collectors tend to maintain strict control over the data they have gathered, retaining 
fine-grained ownership and access rights. Another challenge refers to VR technol-
ogy, where issues related to the VR interaction design, networking optimization and 
optimized hardware controls need to be addressed [30].

5.1.1 Data diversity and multisourcing

The progress of AI-integrated DTs heavily depends on data fusion, which entails 
integrating diverse information from multiple sources. However, one of the signifi-
cant challenges for human DTs is the heterogeneity and operational complexity of 
EHRs and healthcare information systems. For instance, dealing with different health 
data sources such as EHR data and imaging reports, creates inefficiency in data cod-
ing and sharing [7].

5.1.2 Data bias

A crucial concern revolves around building DT technology on data sets that con-
tain biased patterns. Since DT technology focuses on identifying patterns, training 
algorithms with flawed data can amplify and perpetuate those biases. Unfortunately, 
many existing data sets contain biases based on factors such as race, gender or other 
demographics. Utilizing these data sets without appropriate correction can perpetuate 
and amplify these biases, leading to DTs making suboptimal or inappropriate recom-
mendations, particularly for individuals who do not align with the “ideal” demo-
graphic profile. It is essential that DT designers address this concern to ensure that DT 
systems do not inadvertently reinforce existing biases present in the data, which could 
have negative implications for decision-making and outcomes [19].
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5.1.3 Overconfidence in data and models

The consequences of bad data, flawed analysis and subsequent inaccurate repre-
sentation are magnified due to the trust placed in these models. It is crucial to remain 
cautious about the overreliance on data and ensure robust data validation and analysis 
methods to mitigate the risks associated with overconfidence in the results produced 
by DT models [58].

5.2 Socioethical issues

5.2.1 Security and privacy

The primary socioethical risk that stands out is the violation of security and 
privacy. The ethical concern surrounding healthcare organizations, insurance 
companies or any other entities possessing a persistent and detailed record of an 
individual’s biological, genetic, physical and lifestyle information over an extended 
period is a troubling issue with significant implications. The protection of DT systems 
from unauthorized access, misuse, modification or disclosure presents a significant 
challenge, similar to any other information system. Given that DT systems handle 
large volumes of sensitive and personal data, they become attractive targets for threat 
actors and cyber-attacks. Moreover, the integration of IoT devices and sensors further 
complicates the implementation of adequate security measures, as traditional security 
controls may not be well-suited for these components.

Furthermore, processing personal user data within DT systems introduces regula-
tory risks. Compliance with privacy regulations such as the General Data Protection 
Regulation (GDPR) in Europe or relevant national data protection laws becomes 
mandatory, which adds further complexity when designing DT systems and imposes 
additional challenges [18]. The future objective should be to prioritize the privacy of 
the data utilized in DT applications [1, 8, 58].

5.2.2 Change of structures and roles in organizations

DT stakeholders have raised concerns about the risks associated with institu-
tional changes related to DTs, even if they may seem minor initially. One significant 
concern relates to the question of diagnostic responsibility once a DT becomes 
involved in the diagnostic process. If the real-life physician remains the primary 
diagnostician, what happens if they override the AI-based component of a DT? 
Similarly, what happens if a wrong diagnosis is made based on the data from the DT? 
To address these concerns, some stakeholders are now limiting the influence of DTs: 
while a DT can provide valuable insights into different intervention scenarios, the 
decision-making process remains in the hands of the human physician. These issues 
gain importance as computers become increasingly intelligent, while policies and 
regulations struggle to keep up [58].

5.2.3 Lack of trust in DT systems

There is still a prevailing lack of confidence among doctors when it comes to 
relying on AI algorithms and big data for decision-making in real-world problems. 
The primary reason behind this skepticism is the absence of clear and comprehensible 
explanations to support the predictions made by these systems: To what extent can 
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we rely on the predictions made by ML models, and how accurate are these models? 
[59, 60]. Second, DTs are seen as flawed due to their reliance on devices to transfer 
data. This poses a significant gap in the reliability of DT since these devices can expe-
rience crashes or disconnections for various reasons [59]. A recent study investigating 
the incorporation of AI systems in hospital settings reveals that numerous physicians 
maintain a skeptical attitude toward AI due to the significant risks associated with 
possible misdiagnoses and inappropriate treatment [60]. Therefore, establishing 
trust and confidence in the concept of DT as a whole necessitates the establishment of 
standards, raising awareness and advancing technologies, all of which require signifi-
cant effort and time [59].

5.2.4 Inequality and injustice in terms of accessibility to technology

The utilization of DT technology can contribute to inequality and other forms 
of injustice. Certainly, since it is a relatively new technology, not everyone may have 
access to it or be covered by health insurance that includes DT services. This can 
further widen existing socioeconomic disparities.

5.2.5 Human enhancement and good gene pool

The potential for predicting lifespan could be based on a combination of genetic 
makeup and lifestyle information found in someone’s DT. By analyzing data from DTs, 
it may be possible to identify clusters of people with different life expectancies and 
distinguish those prone to leading long and healthy lives from others. This medically 
relevant distinction can be built upon existing statistical patterns in the population of 
DTs. If certain lifestyle factors associated with long life are discovered, efforts can be 
made to encourage more people to adopt those healthier habits using various incen-
tives. The question arises as to whether this life extension or betterment achieved 
through such means should be considered therapy or enhancement [61]. While the 
debate regarding the distinction between therapy and enhancement is ongoing, there 
is currently no consensus regarding the intended purpose of DTs [62]. A clearer 
understanding of the differentiation between therapy and enhancement in the context 
of DT is likely to emerge as DT applications mature and receive broader attention and 
engagement from the scientific community, policymakers and regulators.

6. Conclusions

DTs in healthcare represent a promising and (to some extent) revolutionary 
convergence of advanced technologies such as AI, IoT, Big Data and VR to create 
applications that can benefit human health and health systems’ efficiency. They have 
transformative potential across various dimensions of healthcare, from diagnostics 
and therapy planning to medical education and clinical trial design. Their inherent 
capabilities to deliver personalized, predictive and dynamic models of individual 
patients could vastly improve health outcomes, and their ability to reproduce com-
plex systems and to exploit the available informative set bears the potential to create 
much-needed efficiencies for both healthcare providers and technology producers. 
DTs provide exciting possibilities in diagnostics and therapy planning, through 
which physicians can visualize and understand a patient’s health state in real time, 
enabling personalized and timely interventions. Medical education stands to benefit 



59

Perspective Chapter: Digital Twins for Health – Opportunities, Barriers and a Path Forward
DOI: http://dx.doi.org/10.5772/intechopen.112490

significantly from DTs, providing immersive, realistic training without the risks asso-
ciated with training on real patients. Furthermore, DTs can contribute substantially 
to clinical trials, addressing issues such as ethical concerns, participant selection and 
trial design. They also hold the promise to optimize hospital operations and service 
delivery, thereby further enhancing the quality of healthcare and optimizing the use 
of healthcare resources.

However, DTs are not devoid of challenges. On the technical side, the integra-
tion of multiple technologies, most of which were not initially developed to work in 
integration, and the need for synchronized operation presents a formidable challenge. 
The quality of data that forms the basis of DTs, including potential bias, overconfi-
dence in models, and diversity of data sources, are just some of the current limitations 
of DTs that need to be critically assessed to ensure accuracy and reliability. Moreover, 
the socioethical implications of DTs are complex. Issues surrounding security and 
privacy, changes in structures and roles within healthcare institutions and in clinical 
decision-making, trust in DT systems and accessibility inequalities necessitate rigor-
ous examination and appropriate policy responses. These concerns become especially 
pertinent given the sensitive and personal nature of the data involved in DTs, which 
makes them attractive targets for cyber threats and raises ethical considerations. The 
advent of DTs also brings up intriguing discussions on the subject of human health 
enhancement, as DTs may eventually facilitate personalized health optimization 
strategies. However, this must be cautiously approached, ensuring it does not foster 
(or even boost) inequality or violate ethical principles.

We believe that healthcare institutions must proactively navigate these challenges, 
considering both the technical complexities and the broader socioethical implications. 
Developing global standards for DT technology, fostering trust and understanding 
among medical practitioners, and ensuring adherence to security and privacy regula-
tions will be essential steps toward realizing the full potential of DTs. Future efforts 
should be directed toward advancing the technology, promoting its understand-
ing among key stakeholders, and establishing robust policies that strike a balance 
between leveraging the immense potential of DTs and addressing the associated 
challenges. A holistic and ad-hoc approach that integrates technical advancement, 
regulatory compliance and ethical considerations will be key to unlocking the vast 
potential of DTs for global healthcare improvements.
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Perspective Chapter: Digital Twin
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Abstract

This chapter explores the applications of Digital Twin (DT) technology in the
Brazilian energy sector and its impact on businesses and society. It highlights how DT
applications have contributed to cost reduction, human error mitigation, operational
optimization, and technical failure prediction. The chapter also discusses the imple-
mentation process and the requirements for developing these systems. Additionally, it
explores the potential of leveraging Artificial Intelligence for decision-making sup-
port, utilizing Big Data processes to enhance various areas, and employing User
Experience (UX) techniques to streamline outdated processes, through the examina-
tion of real projects in the wind power monitoring, transmission towers, and data-
saving equipment domains, addressing the challenges faced and the benefits derived
from its implementation.

Keywords: digital twin applications, Brazilian energy sector, optimization, failure
prediction, development and implementation, artificial intelligence, big data

1. Introduction

To understand the challenges of implementing the Digital Twin (DT) applications
in the Brazilian electricity sector, we need some context about the country and it is a
complex infrastructure of energy; for this, Table 1 compares the five biggest countries
in terms of territory, where Brazil is the fifth with 8.515.770 km2 two times smaller
than Russia the biggest country. However, the Brazilian population is third, behind
China and the United States, and the ninth economy in the world [1].

The Brazilian electricity sector is composed of four segments—Generation, Trans-
mission, Distribution, and Commercialization—both public and private companies
are responsible for maintaining the infrastructure and local operations under the
guidance of the National System Operator (ONS). The ONS continuously monitors
real-time information about the energy infrastructure, which comprises 23,441 oper-
ational power generation units distributed across the country. Figure 1 provides a
visual representation of the distribution of these power generation units, revealing
the complex structure. Table 2 gives us an overview of the distribution of energy
sources used by the five biggest countries. The distribution of electricity generation
sources amounts to these countries are similar with one main source upper than
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Data sources 1° 2° 3° 4° 5°

Russia Canada United States China Brazil

Total km2 17.098.242 9.984.670 9.826.675 9.596.960 8.515.770

Populationa 141.698.923 38.516.736 339.665.118 1.413.142.846 218.689.757

Generating capacityb 276.463 kW 153.251 kW 1.143.266 kW 2.217.925 kW 195.037 kW

Gross domestic productc $4.078 $1.832 $21.132 $24.861 $3.128
aValues estimated for 2023.bValues in million kW and estimated for 2020.cValues in trillions quoted in 2017 dollars and
estimated for 2021.

Table 1.
Comparison between the five largest countries by territory in the world according to The World Factbook by CIA [1].

Figure 1.
Print screen of the public data system of ANEEL showing the active generating units distributed in the Brazilian
territory [2].

Generation sources 1° 2° 3° 4° 5°

Russia (%) Canada (%) United States (%) China (%) Brazil (%)

Fossil fuels 59.4 16.5 59.9 66 11.8

Nuclear 21 14.7 19.5 4.8 2.3

Solar 0.2 0.7 3.2 3.5 1.7

Wind 0 5.7 8.3 6.2 9.2

Hydroelectricity 19.1 60.8 7 17.8 65.8

Geothermal 0 0 0.4 0 0

Biomass and Waste 0.3 1.6 1.7 1.6 9.2

Table 2.
Comparative analysis of the electricity generation sources of the top five largest countries in terms of land area
worldwide according to The World Factbook by CIA [1] (Estimated data for 2020).
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59% of generation, for Brazil and Canada the main source is hydroelectricity, and for
others, fossil fuels are the main.

In addition to other emerging countries, Brazil faces significant challenges in its
electricity sector. In recent years, the Brazilian government and public agencies have
been actively promoting the modernization of the energy sector on two fronts, the
search for renewable and clean energies and technological modernization [3]. Com-
paring the 2020 CIA data with the most recent 2023 ANEEL data, Table 3, we note
that solar and wind energy sources have increased during these 3 years. Technological
modernization was through the adoption of advanced technologies such as Artificial
Intelligence, Big Data, Internet of Things (IoT), and DT.

These technologies aim to enhance the availability and predictability of the national
electrical network. While the first DT projects in Brazil officially began in 2020,
initiatives incorporating the concept of DT and utilizing data simulation, virtual mon-
itoring, failure prediction, and power generation forecasting have been underway since
2009, as Brasilian law 13.755/Dez2018 better known as” ROTA2030”which encourages
automobile modernization and increases the number of electric cars [4], and various
research and development projects that the public data from the National Agency of
Electricity (ANEEL) provides into this progressive development. In 2007, the Ministry
of Mines and Energy (MME) published the National Energy Plan (PDE) a study and
planning of energy evolution until 2030; in this study, MME estimates an annual
average investment in the sector of 11.4 billion dollars [5]. According to the research by
Wanasinghe et al. [6] about the trends, opportunities, and challenges of the oil and gas
industry, among the 199 articles investigated between January 2003 and April 2020,
Brazil appears with approximately 15 articles, occupying the fourth position behind the
United States (59 articles), Norway (22 articles), and United Kingdom (16 articles).

Next, we will explore three real projects that we worked on and that will apply or
have started to apply DT in this sector. We will not focus on the more technical part or
the algorithms used but on the challenges encountered at the beginning of each project
and mainly on those encountered by them.

2. Monitoring wind power

Wind power has always played a prominent role in pursuing clean energy. From
propelling caravels and mills to driving turbines, humanity has harnessed its power

Generation sources Brazil

2020a (%) 2023b (%)

Fossil fuels 11.8 15.78

Nuclear 2.3 1.03

Solar 1.7 4.47

Wind 9.2 13.39

Hydroelectricity 65.8 56.55

Biomass and Waste 9.2 8.79
aThe World Factbook by CIA data [1].bNational Agency of Electricity (ANEEL) data [2].

Table 3.
Comparative analysis of the Brazilian electricity generation sources between 2020 and 2023, where in bold there
are solar and wind energy sources that have a considered increase during these 3 years.

69

Perspective Chapter: Digital Twin Applied in the Brazilian Energy Sector
DOI: http://dx.doi.org/10.5772/intechopen.112598



for many years. However, for a long time, controlling or predicting the intensity of the
wind was a challenge, making it difficult to forecast the amount of energy that could
be generated. Although improvements in weather forecasts and satellite imagery have
helped mitigate this issue, a definitive solution remained elusive.

In 2017, a wind farm company approached us with a request to develop a system
capable of predicting power generation in their turbines and supporting maintenance
decisions by identifying potential failures in advance. We began by asking funda-
mental questions: How do wind turbines work? And what data do we need to predict
their performance?

At a basic level, the wind turbine shown in Figure 2 consists of three main compo-
nents: the blades, which harness the force of the wind and convert it into circular
motion in the turbine; the nacelle, which houses the turbine’s motor and the necessary
equipment to convert the circular motion into electrical energy; and the tower, which
provides structural support to the entire system. The positioning of the wind turbine
plays a crucial role in maximizing power generation, as it constantly adjusts the direc-
tion of the nacelle and the angle of the blades to optimize energy capture. Now, we can
find the first data necessary to predict their performance, the angle blades, nacelle
direction, wind velocity, and the amount of energy generated. Finally, when we study
the turbine sensors deeper, we find that about 10 variables were used for turbine
control and other variables linked with weather and generation system.

Differently than what we initially thought, after we answered our fundamental
questions and identified all variables we need to predict and improve the power
generation, the following steps were not developing a machine learning algorithm or a
simulation system, the project started with the aggregation of data and creation of a
historical dataset. In the process of digital transformation, it is common to find
companies at distinct digital levels, and in the electrical sector that is no different,
many companies have their equipment with many sensors and exporting data all time,
but these data are not processed or saved for a long time and the history is lost. The DT
is a big concept formed of three basic parts: monitoring, simulation, and prediction,
the first part is commonly implemented in this sector since many laws oblige these
processes. The second and third parts are a challenge. Give me leave to do a reflection,
if you are an owner of an energy company and you will buy some equipment for a new
wind farm, you will search for the most resistant equipment that you can, equipment
that does not break; after all, a broken turbine does not generate energy and this is loss

Figure 2.
Simple view of wind turbine showing the three main components (Nacelles, Blades, and Tower) [Authors].
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money, to help in your quest; your energy supply contracts usually have high fines for
non-supply. The reflection here is the equipment is made to not break its lifespan is
very long close to 20 years, and for an ideal prediction model or simulation system,
you will need to preserve decades of data at the cost of a lot of space. We have not
considered on this scene that you save the correct information, the problems that
occurred, the maintenance, and the manual optimizations, which are valuable targets.

For this project, we need to create historical data with some months using only the
sensor data per minute, and this information was enough for us can predict failures
and create alerts on an internal system to help operators in maintaining. In real
operation, the application helped to reduce stops to maintaining and the generation
continual. Other projects for prediction and optimization and simulation system using
weather data were developed by the client.

In this case, the company had the equipment with all the necessary sensors and the
know-how to operate and optimize it but had insufficient and unstructured data for a
simulation or a prediction of power generated, but when the equipment does not have
a sensor, it is impossible to have.

3. The challenge of transmission towers

For the energy generated in a wind farm to turn on the light in our house, such
energy needs to be transmitted through power lines. At first glance, this process is not
complex. A person can use an extension cord to plug in a lawnmower or a lamp in the
garden every weekend. New houses are integrated into the energy distribution system
all the time, and there are power poles all over the city or along the roads. However,
when there is a need to connect cities, big factories, states, and in extreme cases,
countries, this infrastructure becomes more complex. The challenge of transmitting
energy starts with the generation of energy. The energy generated in the generation
unit cannot be stored or is very expensive to do so. In summary, all the energy
generated needs to be distributed in real time for consumption, and, if the energy is
not used, it is lost. Another obstacle is the distance, except for the small units or home
generation, either the main units are built far or their capability to make energy is the
biggest that the closed cities need, and the extra energy is distributed to other places.
Additionally, energy is transmitted at high voltage to overcome great distances. This is
the main distinction between the energy in the city and the energy for the city.
Although high voltage is used for power transmission, it is not used for distribution.
According to the norms of the International Electrotechnical Commission [7], energy
voltage can be divided into three classes. Low voltage is used for consumption and is
normally between 110 and 230 V. Medium voltage, between 1000 and 36,000 V, is
used for distribution, while high voltage, above 36,000 V, transmission. In Brazil,
there are power lines between 13.8 kV (13,800 V) and 800 kV (800,000 V) with the
longest power line covering a distance of 2518 km [8].

Due to the high voltages and the high risk of accidents, there are several safety
regulations for the equipment involved in the transmission and for the surroundings
of the power lines. Some of these lines pass through forest areas, flooded areas, rivers,
and mountains, which makes access for maintenance more difficult, and other lines
pass through urban and rural areas, close to people, air traffic, and highways. The
maintenance of these lines is a challenge, and companies need to use two or three
techniques to inspect the lines and identify operational or security risks. One of these
techniques involves flying over the lines with a helicopter, which is very specific and
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requires special training and equipment. This type of flight is expensive and risky due
to the high voltage and the risk to the pilot and operators involved in maintenance.
Another technique involves a team climbing the towers to inspect and take pictures,
but when the lines are live, the people cannot climb up high and have a direct view of
the failures.

For the new flow of data and the new interaction with maintenance, it was neces-
sary to use user experience techniques to identify the best interactions. This research
was focused not only on the interface and human interactions but also on data and the
future implementation of Artificial Intelligence. Some companies still do not give due
importance to the usability of systems or procedures. When we talk about new pro-
cedures involving data, Artificial Intelligence, and DT, these human interactions need
to be even more important. When we talked about this project with drones, we had a
completely different process than the one used by the client company, which in itself
was a challenge. However, our goal was to go beyond creating a new process and to
involve the creation of a digital model of high-voltage transmission lines and towers.

The designed process was divided into four stages:

1.A drone flew over a few kilometers of a line, taking pictures of towers, cables,
and surroundings;

2.The images were automatically sent to the center, where they were stored and
cataloged;

3.Specialized inspectors tagged the images and identified failures or points of
attention, triggering the maintenance teams according to the need;

4.The images and information were stored, creating a database of photos and
transmission line information.

As a result, a database for each tower was created, and for the first time, the
company had a history of failures with degradation levels. After some tests, Artificial
Intelligence will start to identify and classify the image degradation to assist the
specialists, and in the future, the towers will have their digital versions, helping to
predict failures or maintenance.

The design process used to map the stakeholders and discover user interactions
revealed a new sub-function for the system that was difficult to envision. The system
was excellent for training new specialists to find failures, and it is possible to find
inspected equipment and request a person in training to reinspect it and compare the
results. In addition, some inspections are complex or require more care, and the
system was able to allow double inspections, which validate the inspection done and
increase the quality.

4. Data save equipment

Energy substations play a fundamental role in the energy system as they are
responsible for voltage conversion and the delivery of energy for distribution. It is
within the substation that the ONS (National System Operator) controls the flow of
energy, defining routes and sequences of actions. For example, during a water crisis
when thermoelectric power plants are used to supply the system, the ONS may
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request certain substations to connect to the power lines of these plants and integrate
this energy with other energy sources. Another example is when a substation or a
power line experiences issues and requires maintenance, leading to a disconnection of
a part of the system. Substations have different equipment and specific layouts tai-
lored to their activities. The structure for transforming high voltage to low voltage
differs from the structure used to transmit produced energy. A typical transforming
substation consists of main equipment such as circuit breakers, transformers, capaci-
tor banks, and reactors. These kinds of equipment are organized and integrated into a
circuit based on their function or load. Security equipment such as fuses and special
circuit breakers are also present, and all devices are monitored by sensors that
measure temperatures, voltages, amperage, and other data.

In 2020, we initiated a project focused on predicting equipment failures in sub-
stations and integrating this information with the internal system. All equipment is
monitored, and all substations use a system with software and hardware elements called
Supervisory Control and Data Acquisition (SCADA), which allows for the control of
industrial processes, data monitoring, gathering and processing, and event logging [9].

Basically, an operation in a substation involves the operator monitoring raw data on
SCADA and opening a Service Order (S.O.) if any parameter is non-compliant. Addi-
tionally, the operator frequently performs tests using a test device to check the integra-
tion of equipment. Early studies revealed a configuration error in the protective system,
which was triggered when the temperature reached 51°C. However, this equipment
functions normally until 65°C. This information raised curiosity as to why some alarms
were activated and yet no action was taken. The answer was simple: human error. The
engineer received the request regarding false alarms but found nothing unusual and
ignored the request. Subsequently, the operator also started to ignore the alarms.
Although this human failure was not serious, it highlighted a problem, which is a classic
problem for data scientists. Humans struggle to process large amounts of data simulta-
neously andmake correct decisions based on numbers. Machines, on the other hand, are
better at processing such data and supporting human decisions. The algorithms were
able to identify configuration failures and provide engineers with the necessary data to
make more accurate decisions and precise configurations [10].

An overview of the data flow from SCADA to the control system is shown in
Figure 3. However, the most important part, particularly for us, is the predictive
modeling step, this is the very point where the DT occurs. To predict failures, the
model establishes a normal state for the equipment and compares it with the current
state. Based on certain parameters and time series data, the model can determine
whether the current state is normal or abnormal. By simulating a future state, the
model can precisely estimate how long it will take for the equipment to transit from a
normal state to an abnormal state and why [10]. With this information, the engineer
can assess the risk level and anticipate potential issues, whether they are serious
problems with the equipment or secondary problems such as a sensor malfunction or
communication failure.

Simulating the equipment and predicting abnormal states has brought many ben-
efits to the company. The project’s results have had an immediate impact on detecting
system adjustments and promptly identifying abnormalities, thus preventing equip-
ment failures. Some benefits of the project, however, are not directly related to it.
With simulated predictions, it is possible to anticipate more serious failures and
optimize human and material resources. For instance, during application tests, the
model predicted a failure in temperature-related equipment. When the engineer
received this information and investigated, they discovered that a communication
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component of the sensor connected to the SCADA was starting to fail and would soon
cease functioning. This raised an alert since the equipment would no longer be prop-
erly monitored, and replacing this component would take several months. By antici-
pating the order of the component, the time during which the equipment remained
unprotected was reduced, as well as the time required for an operator to closely
monitor the equipment. This resulted in significant savings in the operation of the
substation.

5. Discussion

If you try to develop a DT for a company independent of the area, there is a high
probability that you understand that things are not easy as they appear to be at first
sight. When a client requests a project for a DT, normally the phases “the data lake
was done,” “the interface is simple,” or “it is just to integrate with the actual systems”
hide great challenges. A system that interacts with others has a clear interface with
simple interaction and a correct data flow is not created only by data scientists, data
engineers, and developers; in general, Brazilian energy companies does a modest
investment in usability and graphical interfaces, preferring cheaper and less user-
friendly projects. On the other hand, Camara et al. [11] expose some benefices for the
DT when the developed approach focused on humans and understands the real
necessities of operators, since the real operation needs to resolve a damaged situation
quickly and the reports are not updated in the same velocity, which reveals an asyn-
chrony between the real operation and the digital data. There is a gap in the literature
on studies considering this difference between real and theoretical operations and
during normal and damaged situations.

Figure 3.
General application flow diagram published on the article data mining applied to abnormality prediction in
electrical substation transformers [10].
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Imagine a company that operates in the Brazilian electrical system, this company
has some generating units such as a wind farm, some hydroelectric, and a solar farm,
but it also has some substations and transmission lines. This company requests a DT
for your wind farms, you know the technical challenges that we previously showed,
but who is your user? What does the operator expect? In a critical situation, what is
the real process? Those questions are not simple to answer, and for this, only a
complete team composed of data scientists, data engineers, developers, and designers
can find better answers.

Project human-centered is not the only challenge for the Brazilian energy sector,
the integration of legacy systems and a data lake not structured are other problems for
the DT project, and for this, the projects normally start to create a data lake and
considering integrate with the legacy systems, as the examples shown in this chapter
and the articles published about the DT on Brazil [12–14]. According to the research
by Wanasinghe et al. [6] about the oil and gas industry in the world, there are 11 main
challenges in this area, some of which can be brought to the Brazilian energy sector, as
Scope and focus [15–18]; Cyber security [19–22]; Data storage and analytics [23–26];
Business model, people, and policies [17, 20, 21, 27]; Incremental vs. disruptive [21].

Companies in the energy area have been changing their view regarding the impor-
tance of designers and the user experience in their projects, but it is still common to
find projects that the client does not think this is important. Other challenges are the
number of legacy systems and the decoupling of real operations and data.

6. Conclusions

Brazil is a very large country, with different types of terrain, climates, and ecosys-
tems that bring natural challenges to the electricity infrastructure of the country. With
numerous generating units, substations, and extensive transmission lines scattered
across the nation, the adoption of technologies like Digital Twin, IoT, Artificial Intel-
ligence, and Big Data becomes crucial for effective asset management. Furthermore,
the government’s investments and initiatives in this sector promote the modernization
of systems and equipment through the implementation of laws and national plans.

Although some project-specific details were not provided in this chapter, its pri-
mary objective was to showcase the challenges faced in developing real projects when
companies lack the technical maturity required for a comprehensive Digital Twin
implementation. The successful deployment of these technologies involves overcom-
ing hurdles related to technology, user-centric system usability, and data availability.
In addition to the articles cited, the examples presented in this chapter serve as real-
world illustrations of applications that were developed to address specific challenges
in the Brazilian energy sector, such as the absence of data lakes, cyber security
concerns, integration with legacy systems, and operational studies.

In conclusion, the Brazilian energy sector is witnessing substantial growth and
demands increased technological support to sustain and propel this progress. Energy
companies in Brazil are actively pursuing the development of Digital Twins to
improve equipment maintenance, enhance energy generation control, and streamline
internal processes. However, it is crucial to recognize that certain companies may
need to reassess their preparedness for Digital Twin implementation. By addressing
any existing gaps in knowledge, infrastructure, or organizational readiness, these
companies can effectively leverage the potential of Digital Twins to drive efficiency
and innovation in the energy sector.
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